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Editorial

The ever evolving and dynamic nature of financial sector underscores
the need of staying updated with the emerging trends, opportunities and
challenges in the sector. As a part of Member Education series, the Institute
annually organises Memorial Lectures on contemporary topics. In this issue
of Bank Quest, we are publishing the transcripts of Memorial Lectures,
Conference report and other contemporary articles.

The Institute had organised 14™ Shri. R. K. Talwar Memorial Lecture on 27t

February, 2025. The lecture was delivered by Shri. M. Nagaraju, Secretary,

Mr. Biswa Ketan Das Department of Financial Services, Ministry of Finance on “Banking System

Chief Executive for Viksit Bharat: Challenges and Opportunities”. The speaker highlighted

Officer, ) the key challenges such as ensuring universal financial inclusion, universal

IIBF, Mumbai . . . . . I -

credit coverage and risks associated with advancing digital capabilities.

The lecture received high acclaim from senior banking professionals for its

depth and relevance. We are publishing the 14" Shri. R. K. Talwar Memorial
Lecture as the first article of this issue.

The efficient risk management primarily includes better expression of
risks, prioritisation across risk types and importantly, better recognition
of risks. Aligned with this perspective, the second article is the lecture
39" Sir Purshotamdas Thakurdas Memorial Lecture delivered by Dr. Rabi
Narayan Mishra on “From Fixing points of Instability to setting a state of
Resilience making financial entities Distress-immune and Future-ready” on
14" November, 2024. The speaker discussed different forms of risks and
advised bankers to act prudently. The lecture holds immense knowledge for
the professionals working in banking and financial sector.

The financial sector is globally interconnected with risks and opportunities
that are shared across borders. Recognizing the importance of discussion
and collective efforts on International level, the Institute had organised
21st APABI International Conference on 13t-14" November, 2024 on the
theme “Paradigm Shift in Banking-Moving towards a Resilient, Inclusive
and Sustainable Model”. The Conference consisted of Keynote addresses
by Guest Speakers and four panel discussions on the topics of global
importance. This issue features the ‘Report of 21t APABI International
Conference’ focussing on the readers about the current trends and
developments in the financial sector.

As the technology landscape in the financial sector is evolving rapidly, the
associated risks are mounting. Cyber risk is one of such risks, which may
have severe implications, if left unattended. Moreover, financial institutions
remain prime target for cyber threats. Considering the necessity of prevention
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and mitigation of cyber risks, we are bringing out this issue of Bank Quest
on the theme “Cyber Risk Management”.

The next article of this issue is jointly written by Dr. Sachin Sharma, Chief
Manager (Systems), State Bank of India and Mr. Mukesh Ahuja, Assistant
General Manager (Systems), State Bank of India on “Mitigating Cyber
Threats in the BFSI sector: Al-driven Risk management and resilience
strategies in Financial Intermediation”. The authors have discussed the
integration of emerging technologies such as Atrtificial Intelligence and
Machine Learning with traditional risk management approaches in financial
sector for enhanced efficiency.

The major hurdle in implementing the potential solutions is skill gap,
especially, in implementing new technologies. Emphasizing the need of train
the existing and potential professionals along with 360 degree approach
encompassing Prevention, Detection, Response and Recovery to manage
the cyber risks. Our next article is penned by Mr. Tushar Ranjan Barik,
Assistant Professor, Kalinga University and Dr. Chandra Bhooshan Singh,
Assistant Professor, Kalinga University on “360-degree approach to Cyber
risk management as a strategic tool for fraud detection and prevention in
banking”.

The next article of this issue is on “gad 3 fAder: dgdl FHGATT”
written by Mr. Sanjay Madhukar Nafde, Former Chief Manager, State Bank
of India.

Though reading books, magazines and journals is a valuable source of
knowledge, personal experience remains unparalleled. In this regard, we are
publishing ‘Book Review’ of the Book, “Banking beyond Borders’ written
by Mr. Mohan Vasant Tanksale, Former Chairman, Central Bank of India
and Executive Director, Punjab National Bank and reviewed by Dr. Brinda
Jagirdar, Former Chief Economist, State Bank of India. The book offers a
compelling narrative, capturing the rich experiences of a seasoned banker.

We hope this issue will be appreciated by its readers for its contents and
coverage. We also encourage the bankers and academicians to contribute
the articles in Bank Quest.

Suggestions and feedback for further improving the contents are welcome.

Biswa Ketan Das
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= M. Nagaraju*

It is my privilege to deliver the fourteenth R. K. Talwar
memorial lecture honouring the great legacy of late
Shri Raj Kumar Talwar ji. He was truly an extraordinary
leader of the banking industry, respected for his
integrity, vision and service. His contribution to the
banking industry and his accomplishments go far
beyond his life of honesty, truthfulness and courage.

Fast forward to the currenttimes, where developments
across economies are happening at breakneck speed.
As India has embarked on an ambitious journey of
‘Viksit Bharat’, it is pertinent to talk about the visions
of Viksit Bharat and the onus of the same lying with
our financial sector, led by banking, in augmenting
India’s fortune, in creating a strong economic entity
promoting sustainable and inclusive growth amidst a
disintegrated global landscape.

In this journey, | invite you all to time travel with me to
experience the virtual reality of a robust and inclusive
Viksit Bharat. While analysing the endeavours of our
banking sector, | will also like to focus on the role of
regulations, enabling a responsible yet frictionless
pace of progress towards this ambitious mission.

Global Macro perspectives

The global economy is on a roller coaster ride.
According to the International Monetary Fund (IMF)'s
World Economic Outlook, January 2025, global
growth is projected to be 3.3% for both 2025 and 2026,
which is below the historical average of 3.7% during
the last twenty years. While the United States (US)
economy continues to show strength, the Eurozone
is grappling with stagnation. Though inflation is
expected to moderate, uncertainties and risks,
including those arising from geopolitical tensions,

14" Shri R. K. Talwar

Memorial Lecture

BANKING SYSTEM FOR VIKSIT BHARAT:
CHALLENGES AND OPPORTUNITIES

trade protectionism, inward looking strategies and
policy ambiguities continue to loom large.

The challenging global economic landscape is
further complicated by the strong dollar, which strains
emerging market currencies and heightens financial
market volatility.

Strong Macro-economic dynamics: India’s
time

Prolonged geopolitical conflicts, geo-economic
fragmentations, inward looking policies, renewed
trade protectionism, competitive retaliation and
emergence of trade war have created plenty of
uncertainties in the global policy arena. India’s
growth, though not fully insulated from these vagaries,
is driven by strong domestic fundamentals and much
needed reforms.

Indian economy, ranked as 10" largest economy in the
world in 2014, has risen to become the world’s fifth-
largest economy by nominal Gross Domestic Product
(GDP) and the third largest in terms of purchasing
power parity today. Indian economy maintains its
stature as the world’s fastest growing major economy
in 2024 and is expected to upgrade its position
in coming years. The well-coordinated fiscal and
monetary policy in combination with structural reform
have enabled building business friendly climate and
has become home to the numerous global innovative
firms.

Thanks to a confluence of factors, including the steps
taken by the Government, the Indian economy has
emerged as bright spot of stability and opportunity.
We have not only kept our house in order against large

*Secretary, Department of Financial Services, Ministry of Finance.

14" Shri R. K. Talwar Memorial Lecture was delivered by Mr. M. Nagaraju, Secretary, Department of Financial Services, Ministry of Finance, on February 27, 2025, in Mumbai.
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and overlapping global shocks but also improved our
macroeconomic fundamentals and safety buffers.
The balance sheets of banks and corporates are the
healthiest in along time and with the public investment
push by the Government, have created favourable
conditions in form of prime pumping for a sustained
revival in investment.

Consumer confidence, which showed some signs of
moderation in last couple of quarters, will certainly
revive by the demand augmenting measures
announced by the Honourable Finance Minister in
the Budget 2025-26. As evident from surveys, revival
in consumer demand, both in rural and urban areas
is on a rising trajectory. Our external sector inspires
confidence as we are reaping export opportunities in
the services sector; our current account deficit remains
eminently manageable; and we have bolstered our
forex reserves with a 10+ months of import cover to
deal with any potential adverse eventualities.

The large domestic consumption base of India
constituting nearly 60-65% of GDP, helps India to
insulate itself from the vagaries of global slowdown.
With India’s 1.43 billion populace with a median age
of 28.2 years, 68% of the population belonging to the
working age group. This helps the nation to enjoy
demographic dividend and India is well poised to take
advantage of this. Today, India has become the new
global growth engine with its young demography,
improving physical and digital infrastructure and
above all, an enabling policy environment.

Viksit Bharat mission

Viksit Bharat 2047 is the vision to transform India
into a developed nation by 2047, the centenary of
India’s independence. This vision encompasses
developments across various segments of Indian
Economy so that they rise from the current state
to drive the agenda set by the Honourable Prime
Minister’s vision.

Our aspirations of Viksit Bharat 2047 aim to strive for:
India’s GDP to be USD 30 trillion from current ~USD
3.89 trillion; per capita income USD 18,000-20,000
from current ~USD 2,700; bank credit to private non-
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financial sector as % to GDP to be 130% from current
56%; achieving 100% financial literacy and many
more.

Current challenges to Banking sector in its
Viksit Bharat mission

Given the importance of banking system in supporting
economic growth, the constraints the sector faces
need to be addressed well in time so that the banking
sector accelerates the wheels of Viksit Bharat mission.
The first and foremost constraint of Indian banks is
of having a strong capital base to support the Viksit
Bharat mission and for which our banks would need
to raise a significant amount of capital to support the
country’s economic growth. Hence, access to capital
from international sources needs to be looked at and
to be worked upon.

Ensuring universal financial inclusion is another major
challenge. Banks need to create opportunities for
every individual to grow and contribute to the nation’s
progress. This involves innovating and reimagining
banking strategies to align with the evolving needs
and preferences of customers. India needs to achieve
100% financial inclusion from current level of 64%.
We need to work on developing more simplified
micro-investment products. Financial awareness
regarding financial products, digital transactions
and other Government schemes in rural and remote
areas needs to be accelerated. Also, the existing
gender gap not just with respect to deposit account
ownership but also with regards to access to credit
needs to be overcome.

Expanding social security net is important through
universal insurance and pension coverage. India’s
share in global premium is ~2%; Protection Gap in
India is 87%. Given very low insurance penetration
of 3.7% in FY23-24 in India against global average of
7%, banks need to support the masses to access the
social security net, for the masses by financial literacy
and product customization.

Large banks provide financing for large-scale
projects, supporting massive infrastructure
development requirement, driving economic growth

The Journal of Indian Institute of Banking & Finance



and development. Large banks play a crucial role in
the stability and growth of the global economy as they
have resources and expertise to absorb shocks and
manage risks better, ensuring stability in the financial
system.

From innovation angle, large banks are always
preferred as large banks invest in financial
technologies, promoting innovation in the banking
sector, which lead to more efficient and accessible
financial services. Moreover, large banks ensures
that both businesses and individuals have access
to reliable and efficient financial services as
intermediation costs for banks decline and makes
them efficient.

Apart from the above, universal credit coverage for
Micro, Small and Medium Enterprises (MSMEs)
and Agriculture is must. Given, the MSME sector
contributes 30% India’s GDP, 45% to exports and
62% to employment, we need to have robust credit
flow to the agriculture sector and enabling the
access to credit for the MSME sector and supporting
entrepreneurship and generation of employment.

Advancingdigital capabilities and future competencies
is essential. The banking sector needs to harness
the full potential of its workforce using digitization
and emerging technologies like Generative Artificial
Intelligence (GenAl).

Moreover, building a strong banking system that
enhances global confidence in India’s economy is
important. This will attract more foreign investment
and support the country’s economic ambitions.

Our aspirations of Viksit Bharat need a strong base
to be laid down by the current incumbents and
leaders and subsequently to be driven by coming
generations. Having said that, we need to introspect
our current strength that can be leveraged and the
emerging challenges that need to be addressed. The
aspirations require systematic changes, institutional
reforms and regulatory overhauling.

Banking in Viksit Bharat — Opportunities and
Way forward

Viksit Bharat mission reckons banks to deliver on

The Journal of Indian Institute of Banking & Finance

certain structural themes. To begin with, mobilising
deposits on permanent basis may be a top priority.
This is because households are turning net borrowers
from the banking industry, aggravating pressure on
margins and liquidity. Enhancing productivity is also
important as it is seen that over the past decade,
costs have risen faster than income. Productivity
gains have lagged cost increases. As technology
and compliance costs are expected to be higher
in coming days, banks need to deploy innovative
solutions to boost income. Building future ready
capacity by fully embracing future capabilities such
as operation and tech resilience, Environmental,
Social and Governance (ESG), Al & GenAl is vital.

We need multiple globally competitive large banks
having presence across the globe, facilitating access
to global funds, best talent and technical expertise.
Currently, only two Indian banks i.e. State Bank of
India (SBI) and HDFC Bank feature in the Top 100
global banks by total assets, which is not strong
enough in comparison to banks from China and the
US, which dominate the top 10 global banks list.

The current banking conglomerates need to expand
horizon, extend operations into global financial hubs,
identify and acquire mid-sized global banks, utilize
green bonds, sustainability-linked loans and foreign
debt markets to fund domestic credit expansion. The
size and scale would enable these transformed global
banks to fund ultra large projects spanning across
Infrastructure and Manufacturing, entailing setting-up
peripheral industries and projects, thereby, catalysing
job creation and urbanization.

MSME is another segment, which despite the best
efforts of all stakeholders, continue to rely on funds
outside the formal banking channels. Multiple
institutional reforms have been undertaken during
the last few years including the Union Budget 2025-
26, that increased investment and turnover limits of
MSMEs, expanded credit guarantees facility, schemes
for dedicated support for first-time entrepreneurs
etc. This may minimize the formal credit gap to the
sector. Lending institutions need to leverage Digital
Public Infrastructure (DPI), Unified Lending Interface
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to expedite assessment and disbursement. However,
the most important step is to handhold and support
the MSMEs, which entails setting-up comprehensive
support ecosystem that includes mentorship,
financial literacy programs and advisory services to
empower them in managing finances and making
informed decisions. The new credit assessment
method wherein the public sector banks have
developed inhouse technology enables capabilities
to assess MSMEs using their digital footprints instead
of external assessments, aims to provide a more
accurate evaluation and improve MSMES’ access to
credit.

The National Infrastructure Pipeline (NIP) proposes
an estimated expenditure of Rs.165 lakh crore over
the next 5 years. With an envisaged Debt : Equity
funding of 70:30, the NIP would require ~Rs.120 lakh
crore of debt. The niche sectors like semiconductor
require huge funding to set-up whole ecosystem.
Financial sector needs to play the major role to
make NIP a reality and provide funds towards capital
intensive sectors.

While financing of capex and projects is vital, it
is equally important that small ticket loans for
employment generation grow even faster. Furthering
of financial inclusion and unlocking productive
potential of citizens is a national priority and a moral
imperative. Schemes such as the Pradhan Mantri Jan
Dhan Yojana (PMJDY), Pradhan Mantri Suraksha Bima
Yojana (PMSBY), Pradhan Mantri Jeevan Jyoti Bima
Yojana (PMJJBY), PM-SVANidhi, PM Vishwakarma,
Micro Units Development & Refinance Agency (PM-
MUDRA) Yojana etc. have contributed significantly in
deepening financial inclusion in the country.

Digital payment system and FinTechs will play vital
role in transforming the current state of economy.
Digital transactions in India have grown over 90-fold
during FY2013-24, constitute 99.5% of total payments
in FY24. On the other hand, India is the third largest
FinTech sector in the world with more than 13,000
fintech companies and a cumulative investment of
more than USD 33 billion. These are testaments of
the India’s growing digital prowess and conducive
policies and infrastructure in place. However, the
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future steps and initiatives would be more crucial than
ever. We need to build a resilient policy and regulatory
framework for fintech, putting in place- information
repository, regulatory framework for FinTech, Digital
Payments Intelligence platform to mitigate digital
payment related frauds.

While strategic collaboration between banks and
FinTechs have led to several innovations in the
sector ranging from better customer service to last
mile credit delivery, it calls for adequate safeguard
to protect the digital infrastructure of institutions and
customer endpoints.

Banks are expanding the skill development centres
(Rural Self Employment Training Institutes or
RSETIs) for handholding and providing technical
training, setting up more Self-Help Groups (SHGSs)
across the country, imparting financial education
and disseminating initial credit. Other stakeholders
also need to pitch in to utilise their Corporate Social
Responsibility (CSR) funds to provide all the basic
support to these vulnerable segments, to uplift them
from their current standing so that they become part
of mainstream economy and actively contribute to
the development.

The relentless reform and substantial investment in
banks over the last few years has brought the banks
to a position of strength, whereby, they have a strong
capital base providing them enviable loss absorbing
buffers. Credit growth is broad-based and is in double
digit for last two years. To meet the growing credit
demand, banks are raising capital from alternate
avenues including capital market, long term bond,
Certificate of Deposit (CD) issuances as well as through
competitive deposit rates and drawing down their
high-quality liquidity assets (excess Statutory Liquidity
Ratio (SLR) deposits). Delinquency is at historic low
level which is reflected through increased investor
appetite for banking stocks, thereby, offering a good
opportunity to reward shareholders and employees.

Today, the Indian banking system continues to
be resilient, backed by improved asset quality,
stable and broad-based credit growth and robust
earnings growth. The reach and depth of financial
intermediation is being aided by technology
and growing digitalisation, which provide new
opportunities for growth and financial inclusion. Tech
innovations in the financial sector have improved
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credit delivery mechanisms, improving the scope for
further innovation in banking and financial products,
and for furthering differentiated banking needs. The
recent measures undertaken by the Government on
digitalisation of the economy and availability of data
provide a more objective and comprehensive basis
for credit assessment and thereby, enhanced lending
to both individuals and businesses.

The evolving Indian financial landscape is
increasingly becoming innovation and tech-driven,
with India Stack, Artificial Intelligence (Al), embedded
finance and robotics playing an instrumental role in
its transformation. New technologies like generative
Al, quantum computing, digital infrastructure of
institutions comes with both risks and benefits which
need to be harnessed in a calibrated manner. Setting
up sponsored research chairs/incubation centres in
the institutes of eminence to carry out cutting-edge
research will need to fast pace so that the future
technology architectures are aligned with the visions
of Viksit Bharat.

Our financial system is one of the forerunners in
addressing the issue of ‘last-mile connectivity’ by
leveraging its world-class digital public infrastructure
which includes the Jan Dhan, Aadhar and Mobile
(JAM) trinity; the Unified Payments Interface (UPI); the
Open Network for Digital Commerce (ONDC); and the
Account Aggregators (AAs) framework, differentiated
banking/insurance licences, Central Bank Digital
Currency (CBDC), the Open Credit Enablement
Network (OCEN), Digilocker etc. continue to drive the
digital march.

Government in close co-ordination with various
stakeholders has taken a number of critical steps
to ensure robust cyber security systems by banks
through its regular IT examinations, assessing
bank’s compliance with cyber security regulations
and guidelines, and identifying and addressing any
vulnerabilities in their systems. However, the financial
institutions, particularly banks, need to move a notch
up now and should include stress testing of ‘cyber
risk’ as part of their Risk Assessment to gauge the
impact, in case of any cyber-attack on their systems.
Regulators in Europe and Singapore have already
initiated steps in this direction and banks in India too
need to take appropriate steps.

The Journal of Indian Institute of Banking & Finance

While addressing growth, it is important to ensure
that the growth is sustainable which asks for special
focus on climate related concerns. India has been
vulnerable, in varying degrees, to a large number of
natural, as well as human-made disasters on account
of its unique geo-climatic and socio-economic
conditions. It is highly vulnerable to floods, droughts,
cyclones, earthquakes, landslides, avalanches and
forest fires.

More so, India’s economy is highly dependent on
nature as one third of its GDP comes from sectors
greatly reliant on nature. The impact of devastating
nature catastrophes various part of the country lately,
have severely impacted the natural course of life and
economy. Future climate change may be more brutal
and therefore, calls for necessary actions.

The financial sector has an important role to play
in the fight against climate change by supporting
reductions in climate change risk and mitigating
the impact of adverse climate events. Risks can be
mitigated and minimized through the use of Green
Financing, with objective of actively addressing
climate change, reducing environmental footprint and
promoting sustainability, which encompasses various
financial instruments and mechanisms designed to
channel capital toward environmentally responsible
and sustainable projects and initiatives.

Our banking regulator, the Reserve Bank of India has
joined the Central Banks and Supervisors Network
for Greening the Financial System (NGFS) in 2021
and is expected to implement global best practices
and contribute to the development of environment
and climate risk management in the financial sector,
while mobilising mainstream finance to support the
transition towards a sustainable economy.

To sum up, Indian banking is well paced to support
and accelerate economic growth for a Viksit Bharat.
As reform is an ongoing effort, the regulator and
Government have aligned to promote growth
supportive reforms with adequate safeguards. In this
context, the role of regulations in spurring innovations
and ensuring financial stability is critical, which is an
age-old debate that | shall try to delve into in detail in
this part of my speech.
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Right extent of Regulation in spurring
innovations while ensuring financial stability

Regulation introduces both monetary and opportunity
costs, requiring businesses to allocate funds to
ensure compliance and often resulting in missed
entrepreneurial opportunities. Hence, regulations
need careful evaluation to ensure they achieve their
social objectives at the lowest possible cost without
stifing creativity, innovation or healthy market
dynamics. Simultaneously, an overemphasis on
innovation and competition without proper safeguards
can lead to financial instability, resource misallocation
and erosion of trust in the system.

The financial sector and its regulatory landscape are
evolving rapidly, with emerging risks arising from
new-age financial instruments and increased use of
technology. The regulators in advanced economies
provide assessment of compliance costs vis-a-vis
intended benefits along with clear and definitive
timelines, to ensure an informed decision-making in
regulatory arena in transparent and efficient manner.

While ensuring stability of financial system remains
the primary responsibility of regulatory framework, it
is equally important to evaluate regulatory measures
in terms of the associated cost and intended benefits.
A robust compliance structure requires transparency
in assessment and disclosure of compliance cost
with definitive implementation timelines. As India’s
financial sector continues to expand, it is essential to
ensure that the cost of compliance is commensurate
with the intended benefits.

We need to be mindful of the five-pillar strategy of
regulation — forward looking and proactive; nimble;
data driven and impact assessment oriented;
consultative approach; and collaboration with
stakeholders.

Balancing regulatory quality is crucial for India’s vast
and diverse economy, its growing aspirations of Viksit
Bharat and the significant investments required to
sustain high growth and development. Globally, five
key criteria are used to evaluate regulatory quality
in an economy — democratic legitimacy; regulator
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accountability; fair and accessible procedures;
expertise; and efficiency.

Since 2014, India has accelerated its regulatory
reforms, simplifying taxation laws, rationalising labour
regulations and decriminalising business laws to
improve global competitiveness through grassroots-
level structural changes. Regulation must consistently
strive to find this equilibrium, implementing the
reforms to maintain a balance that fosters growth
while safeguarding the economy.

As banks are entrusted with the responsibility of
serving society with sensitivity and inclusivity, they
must always consider the needs of the people they
serve, especially the vulnerable sections of society.
Banks as well as bankers need to strengthen the
inherent trust and integrity quotient of the general
public. As trust bearers of society, our approach needs
to be ethical, inclusive, responsible and prudent.

To keep pace within the guardrails of safety in the
ever-evolving dynamic banking landscape, adopting
and adapting right amount of regulation is crucial. It is
well understood that banking regulation relies on pre-
specified, time-tested and globally adopted toolkits
like Basel Accords which indeed play a crucial role
in shaping global banking regulations, much like
a guiding text. These accords, established by the
Basel Committee on Banking Supervision, provide
comprehensive guidelines for banks to manage
risks and ensure financial stability. Their standards,
such as Basel |, Basel Il and Basel lll, have been
instrumental in promoting sound risk management
practices and maintaining confidence in the financial
system worldwide.

In a rapidly evolving financial system, over reliance on
existing regulation poses many potential challenges
to the financial sector which are unforeseeable.
Over the years, the sectoral dynamism has tested
all regulations and every financial crisis has offered
valuable insights, leading to modifications in these
toolkits based on lessons learned.

Risk that seemed insignificant yesterday is quickly
getting intensified today, posing threats to the
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stability of the financial system. Take the case of
online scamming through digital arrest. The speed at
which it spreads and damages the system was never
anticipated till it struck. Therefore, we must remain
vigilant and responsive to all financial changes
occurring around us.

Present and future regulations should adopt a
differentiated regulatory mechanism based on the
size, complexity and contribution to the systemic risk.
As the interconnectedness, scope of activities and
harmonization of financial intermediation increase,
an entity-based regulatory architecture may lead
to arbitrage between different entities undertaking
similar  activities. Therefore, moving forward,
regulatory thought should focus on activities as a
common framework for future regulations.

One-size-fit regulation approach carries a great
uncertainty in the current regime. A closer look at
regulatory landscape highlights the core principles
upon which it is framed. In the Indian financial
sector, the debate between Principle-based vis-a-vis
Prescriptive (or rule based) regulations centres on
the best approach to ensure financial stability while
fostering innovation and flexibility.

While Principle-based regulations offer a flexible
framework that guides behaviour through broad
principles and objectives, it allows banks to apply
these principles in ways that best fit their unique
operations and circumstances. This approach
encourages innovation in risk management and
operational practices, as banks have the freedom
to determine how to achieve regulatory objectives.
The emphasis is on achieving desired outcomes,
such as financial stability and ethical conduct, rather
than strictly adhering to detailed rules. However, this
flexibility can lead to variability in compliance and
enforcement, as banks and regulators may interpret
principles differently.

In contrast, Prescriptive regulation involves setting
specific, detailed rules that banks must follow. This
approach offers clarity and consistency, making
it easier for banks to understand and comply
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with regulatory expectations. The predictability
of Prescriptive regulations allows banks to plan
their operations with certainty, reducing ambiguity.
However, this rigid approach can stifle innovation, as
it may not account for unique situations or evolving
financial practices. Banks may find it challenging to
adapt within the confines of strict rules, potentially
leading to inefficiencies and missed opportunities for
growth.

In summary, Prescriptive regulation in Indian banking
offers clarity, consistency and predictability but
can be rigid and limit innovation. Principle-based
regulation provides flexibility and encourages
innovation but may lead to variability in compliance
and enforcement. The challenge for regulators is to
strike the right balance between these approaches
to ensure a stable, efficient and innovative banking
sector that can adapt to changing market conditions
and foster sustainable growth. Each approach has its
benefits and is often chosen based on the regulatory
environment and the nature of the financial system.
The key is finding the right balance between flexibility
and consistency to ensure a stable and innovative
banking sector.

In the financial sector, regulations should strike
an optimal balance between stability and
fostering innovation, efficiency and competition.
By rationalising regulations and aligning them
with international standards, India can accelerate
economic growth and employment, especially in the
face of unprecedented global challenges. Regulators
in India must consistently strive to find this equilibrium,
implementing the reforms to maintain a balance that
fosters growth while safeguarding the economy.

Thank you once again Indian Institute of Banking &
Finance (lIBF) for organising this lecture and giving
me an opportunity to share my thoughts. Also,
thanks to all the distinguished guests for your patient
listening.

Thank you all!

v
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= Dr. Rabi Narayan Mishra*

The Past and The Present

There were important lessons learnt from the Global
Financial Crisis (GFC) 2008-09. Many jurisdictions,
including India had undertaken lots of reforms
thereafter to ensure that the associated fault lines are
fixed so that crisis of that magnitude and intensity
does not recur.

The following lessons were taken up seriously to be
addressed in India in particular:

e Stability breeds Financial Instability

A sustained state of macro-financial stability
makes the stakeholders complacent enough to
dilute standards of business related decision-
making, thus, creating scope for instability
showing up at different points of the entities and
the economy.

¢ Novel Innovations in Financial sector
With rapid growth and use of technology, path
breaking innovations were observed in the
financial space but those were not well-tested for
their long-term utility.

e Mushrooming growth of Financial products
Innovations were oriented towards creating
structured products for rising pace of business
growth while circumventing on requirements of
risk capital there against.

¢ Impact of Systemic Risk on Individual Entities
& Vice Versa

There was observed perceptible impact of the

39" Purshotamdas

Thakurdas Memorial Lecture

FROM FIXING POINTS OF INSTABILITY TO
SETTING A STATE OF RESILIENCE MAKING
FINANCIAL ENTITIES “DISTRESS-IMMUNE” &
“FUTURE-READY”

state of macroeconomic system on the health of
individual financial entities and vice versa.

¢ Interconnectedness - Spillover Effects

There were inter-sectoral, intra-sectoral and inter-
economy interconnectedness resulting in spillover
effects all over. This enabled problem in a small
and new entity snowballing into a world-wide
distress.

¢ Fragile framework of Crisis Management
Systems to handle surfacing of crisis in entities as

well as the entire financial space were either not
existing or were observed to be inadequate.

¢ Lax Financial Sector Regulation
With the use of new financial products by financial
entities, their regulation was required to be
stringent. But that was not the case in USA, UK
and Europe.

e Poor Enforcement actions
While regulatory violations were rampant,
regulatory actions, including enforcement-
oriented punishments were not in vogue.

¢ Less Intense Financial Sector Supervision

Worst of it, with all these happening all around the
financial space, instead of intensifying the rigours
of supervision, supervisors did not rise of the need
of the hour.

Fixing the Fault lines

Based on the understanding of each of such lessons,
a menu of post-GFC reforms measures were spelt

*Director, College of Supervisors, Reserve Bank of India.

Dr. Mishra is the former Executive Director (Supervision & SupTech). He was the founder Head of Financial Stability Department and the Head of Risk Monitoring Department at RBI too. He is
a reputed Economist being a Fellow of Economics Department of Harvard University, USA. He is a 'Diamond Jubilee & CH Bhabha Banking Overseas Research Fellowship' Fellow of the IIBF.

An abridged version of the Transcript of the Lecture.
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out by international organisations like (Bank for
International Settlements (BIS) and the Financial
Stability Board. India, as usual, remained acutely
conscious and active in their implementation and
execution.

Some of those reforms are as under:
Reconfiguring Regulatory Philosophy
From Sector Agnostic to Sector Specific Regulation

e Regulations tailored to unique sectoral
characteristics.

Addressing Pro-Cyclical Features

e  Control risks such as shifts in loan-to-value
ratios in housing markets.

Addressing Too Complex to Fail

e Focus on Size + Complexity +
Interconnectedness of institutions.

Migration of Risks

e Prevent risks from migrating to poorly
regulated or unregulated areas.

Ensuring more capital and less leverage.

Maintain high-quality liquid assets and stable
funding sources.

Understanding Systemic Risk and
Interconnectedness

e Recognize how systemic risks propagate.
Macroprudential Regulations

e  Strengthen regulations to address systemic
risks.
Re-Tooling Supervisory Armory
Relook at Supervision
e Holistic, and
supervision.
More Intensified Off-Site Surveillance (OSS) and On-
Site Examination tailored to look at

all-pervasive ongoing

e Bank-specific risks

e Risk-specific issues
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e Portfolio-specific exposures
Measuring Interconnectedness

e |nter-sectoral, Intra-sectoral and Inter-

economy linkages.
Identifying Vulnerable Institutions

e Pinpointing institutions with high exposure
to risks.

Early Warning Mechanism

e Systems to detect vulnerabilities early and
intervene effectively.

Forward-Looking Stress Testing Framework

e Simulations to identify future risks under
adverse scenarios.

Understanding Global policy/crisis spillovers

e Assess spillover effects of global financial
policies.

Global Coordination architecture

e Collaborative framework for monetary and
financial stability policymaking.

The Future

With this background on the past and present, it is
appropriate to flag off important issues for the Future.

‘Stability’ is good, but ‘Resilience’ is the Goal

Absence of instability is stability. Points of distress in
any corner of the financial system, macro economy,
financial entities, financial markets and financial
infrastructure are viewed as precursors to instability in
the system. Each of these units within a system being
interconnected, distress anywhere could snowball
into instability everywhere (or in the whole system).

Distress is an aberration from historical performance
manifested in malfunction. Instability is a continued
state of distress crying for redressal. Steps are taken
to redress state of instability by overhauling the
perceived fault lines by virtue of using cutting edge
tools and techniques. A state of stability is, thus,
achieved. If the tools and techniques are intelligently
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used to ensure that the same fault lines do not recur
and the associated difficulties are identified and
solutions found; it could bring about a sustained
state of stability, which can be defined as achieving
resilience.

Hence, making macroeconomy, individual entities,
market & infrastructure resilient and the system
resilient is THE solution.

Time to redefine Resilience
Operational Resilience - OR.2

The risks out of critical operations, products and
processes are the most-fickle. Each of these should
be identified afresh at each and every business units
and be re-categorised as known-known, known-
unknown and unknown-unknown risks.

The fickleness of each of these risks-emitting items of
processes and products should warrant the intensity
of management attention and proactive action. The
possible points of distress should be smelt and be
nipped in the bud. Simulation exercises as pilots
would reinforce integrity of the mechanics of NewGen
OR.2.

Most importantly, this re-engineering should be
jointly shouldered by Chief Risk Officer (CRO), Chief
Compliance Officer (CCO) & Head of Internal Audit
and be operationalised by the members of the senior
management based on a codified board approved
policy document.

Functional Resilience - FR.2

Functional resilience refers to recognising and
addressing the risks embodied in the way a financial
entity functions.

Institutional culture of the way of functioning by its
personnel at the levels of junior/middle management,
senior management and top management including
the Board and its Committees is the nucleus of a
Functional Resilience Framework.

How synchronised are the Tone from the Top, the
Whispers in the Middle and the Rumblings at the
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Bottom is a very crucial variable that can make or
mar decision-making towards resilience. That too is
a building block for such a framework.

Quality and loyalty of leadership, culture of ethical
business conduct, corner rooms’ professional &
attitudinal symphony - all these are cornerstones of
an effective Functional Resilience framework.

Quality of risks and assurance standards, deep
dedication for compliance of regulatory, supervisory
and internal control stipulations, empathetic
employees engagement stipulations, gender
inclusivity etc. are the other facets.

That all these are not static but need to constantly
change in sync with dynamics of the economy must
not be forgotten.

The mechanics and tools to achieve Functional
Resilience is the challenge that needs to be addressed
as fast as possible. Those too would change with
time. After all, Dynamic resilience is the buzzword.

Financial Resilience - Fin R.2

The third leg of a resilient financial entity is Financial
Resilience. Traditionally, it means having adequate
liquidity and capital to meet any episode of distress.

Liquidity should be adequate enough to meet
projected and some of unanticipated outflows.

Capital should be enough to keep the entity far away
of any possibility of insolvency. The realisable value of
assets should hence be more than those of liabilities
at any point of time.

To be sure about a state of financial resilience, there
are other important considerations to evaluate.

(@) llliquidity can snowball into insolvency very fast.
Rumours in social media have indeed hastened this
process.

(b) There should be sufficient capital cushion available
to meet unforeseen distress out of ‘known-unknown’
and ‘unknown-unknown’ risks as well.

The extant resilience exercise, however, remains
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limited to evaluate capital provisions for ‘known-
known’ risks only. That means, in the absence of
measuring and allocating capital to all possible risks,
the entity remains prone to distress and hence,
definitionally should not be thought to be “resilient”.

This lay bare another interesting facet of running
entities. That is, without being clear about how far
the entity is from the real quantum of deficit of risk
capital which is the reflection on the reality on its
state of resilience, ‘compensation’ is calculated
and distributed as an expenditure and net profit is
announced.

That ‘number of net profit’ is illusory since the entity is
still to achieve ‘financial resilience’ in the truest sense
of the term.

Time to appreciate: Risk and Uncertainty —
Two sides of the same coin?

The game of finance is characteristically quite
tricky as Napoleon Bonaparte had said “Money has
no motherland; financiers are without patriotism
and without decency; their sole object is gain”. In
this game, risk is the raw material. Any potential
uncertainty that could materialize into an ‘issue’ in
the foreseeable future is branded as “Risk” and the
best way to handle it would be to have a knack for
smelling or sixth-sensing their possible occurrence.

Warren Buffet has very rightly described risk saying
“Risk comes from not knowing what you are doing”.
So, the knowledge of risk and sensitiveness to their
occurrence are the minimum “basics” that everyone
in the game of finance must learn. Though risks
follow rewards in terms of higher interest margins, the
tendency to carry a level of risk that could jeopardize
the ability to meet the liabilities to depositors and other
stakeholders needs to be shunned. Interestingly, as
has been mentioned earlier, stability breeds instability
as there is a tendency to increase risk exposure
during stable times to earn a higher margin and get
off-guard when a crisis hit.

Distress, instability and crisis are the various stages

of a downhill trip in the Game of Finance. Post-
COVID-19, the regular world of VUCA - Volatility,
Uncertainty, Complexity and Ambiguity — found
itself in a much worse situation. With fear and
uncertainty on the rise, people tended to overreact
and refrained from initiating or following through
even routine transactions and economic activities.
“Unknown-unknown risk” amidst a kind of “Knightian
uncertainty”! attempted to overpower business
sentiments. “Catastrophizing”® - which contribute
to the worsening of the intensity of such uncertainty
became the popular narrative.

This resulted in a Rooseveltian fear of fear itself.
A fear to the power of infinity. The risks facing
individuals, businesses and the economy, at present
are, at least to some degree, within our control,
collectively if not individually. All these risks can be
mitigated, if not eliminated entirely, by the actions
of individuals, businesses and policymakers if they
opt to stay with the troika of Adaptability, Agility &
Sustainability. Therefore, there is an acute need to
avoid the economics of ‘Chicken Licken’. We must
learn to create a balanced narrative while describing
the outlook on the financial landscape.

Preparing for Uncertainty - Scenario Planning -
Boosting Self-immunity to distress

Financial entities should use Scenario planning as
a tool to address uncertainty. Realistic and sensible
assumptions will need to be made on ‘what the future
could look like, how the business environment might
change and how the organization could respond
to those changes’. Right tone from the Top will
encourage such planning and thus could result in
tangible action plan that demonstrates value rather
than potentially becoming just another compliance
activity to check-off.

The benefits from the conduct of rigorous scenario
would accrue more if done on a structured format -
say once a year — and should be undertaken in sync
with updated risk-related inventories and concurrently

"Risks those are impossible to measure and hence manage.

2Psychologists define “catastrophizing” as — discounting the best and fixating on the worst, whatever the balance of risks.
3Chicken Licken’ fears anything and everything. One day, while he was sitting under a tree, an acorn fell on his head. Chicken Licken did see the acorn and started thinking that the sky must

be falling. He decided that he must warn the King about such fall.
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with dynamically redefined strategic plans. This way,
the exercise could be made forward-looking while
keeping on identifying strategic opportunities and the
associated incremental risk appetite. Such planning
could also be used as a useful tool for long-term
strategic plan as it would use the stream of short-
term decisions, tactical plans and intelligent learning
outcomes as the parts of day-to-day running of
businesses.

This way, besides improving the design of
Early Warning System (EWS) and Stress testing
mechanisms, the institutions should learn to improve
their individual institutional immunity from shocks, of
course, with the hand-holding of Supervisors.

Need to remain Risk-conscious and its
“know-how” — Automated sophisticated Risk
Management Systems might play havoc.

To understand this aspect, let me remind you of
the tragic Aeroplane crash on May 31, 2009. 216
passengers, three pilots and nine flight attendants
boarded Air France Flight 447 from Rio De Janeiro to
Paris. Few hours into the flight, its autopilot suddenly
disengaged itself. The pilots, unaware of the stalled
plane coupled with lack of manual flying experience,
made elementary but important errors in flying the
plane.

The result was that plane crashed into the sea and
everyone on board died.

In the aviation industry, there is a phrase used for
pilots “Children of the Magenta” signifying that
they have become over dependent on the magenta
coloured guiding lines of automated flight systems
for a safe flight and they may have difficulty flying
without such assistance. The autopilot invention, of
course, has substantially reduced the incidence of
plane accidents, but absence of basic knowledge
can still play havoc.

In the same vein, increased sophistication in the
game of finance especially in risk management
systems, means greater complexity (and therefore,
greater scope for error), less transparency (making
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errors harder to detect) and greater dependence
on underlying assumptions (any one of which could
be wrong). A simple system might look primitive
but is usually transparent and risk managers can
easily get a sense of its strengths and weaknesses
and can pay more attention to qualitative factors, to
apply common sense over models while solving the
judgmental questions surrounding them.

We need to believe that Risk Management
models are not enough - Managerial
application of mind is also essential.

There was an important lesson from GFC 2008-09.
Despite the use of the sophisticated models, the
rigours of stress testing and the vagaries of bottom
line numbers, those who could come out unscathed
were those having agile management, not those
who relied on models to do the management’s job.
Risk models do have a valuable function in the risk
management process so long as their limitations are
recognized. They are useful in managing the risk in
a trading desk, but not in capturing the risk of large
divisions, not to mention the entire institution.

Managing systemic risk which reflects the aggregation
of risks across the financial system relying solely on
statistical models could prove to be a folly. We can,
of course, get some numbers, but the numbers carry
no understandable meaning. The global financial
crisis provided a perfect example of emergent risks
and the challenges of getting prepared for them.
More broadly, dealing with emergent phenomena
requires attention to what is possible, rather than
the probabilities of possibilities and strategies of
resilience, robustness and responsiveness.

Hence, there is a need to ensure that the risk impact
of the pandemic is fully analysed and understood by
the organisations and they opt to redesign their Risk
Management architecture.

Colour, Contour and Characteristics of Risk
are fast changing

The way specific risk management activities have
been performed over the past 25 years is now almost
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redundant. While it is culturally challenging to accept
this, the need to re-tool and take a different approach
to risk management while responsibly leading
employees through the change.

Top Risks for 2030

1. Adoption of digital technologies may require new skills
that are in short supply.

2. Impact of regulatory change and scrutiny on
operational resilience, products and services.

3. Rapid speed of disruptive innovation may outpace the
ability to compete.

4. Leadership succession challenges: ability to attract
and retain talent.

5. Privacy, identity management and information security
challenges.

6. Substitute products or services may arise that affect
our business model.

7. Sustaining customer loyalty and retention may be
difficult as preferences and demographic shifts evolve.

8. Ability to compete with “born digital” and other
competitors.

9. Ability to utilize data analytics and big data to achieve
market intelligence and increase efficiency.

10. Cyber threats.

Four risks on the top 10 list for 2030 were not on the
top 10 list for the last decade.

More significantly, the risk which was ranked 18 in
2021, jumped to the third-ranked risk for 2030.

The rapid speed of disruptive innovations enabled
by new and emerging technologies (e.g. Artificial
Intelligence (Al), automation, machine learning,
hyper-scalable platforms and increasing bandwidth
through 5G data transmission) and/or other market
forces are outpacing an organization’s ability to
compete without making significant changes to its
business model.

The overarching theme is the unprecedented and
accelerated changes in disruptive innovations over
the next 10 years. This may drastically alter customer
behaviour. Customer loyalty is likely to prove fleeting
as preferences and demographic shifts evolve. New
markets and competitors offering alternative products
and services are expected to expand customer
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choice in ways that could affect the viability of current
business models and planned strategic initiatives. In
sync with these, the architecture of risk management
must also change.

The current way of doing things had to change.
Quick suggestion from my side —

o Getting the first line of defense more involved
in risk identification should be the priority. To a
survey question “how many of your firms see
more than 50% of your issues or risks identified
by the first line of defense”? Approximately 20%
of attendees raised their hands.

To improve this position, there is a need to
remove associated cultural and technological
impediments which will require creative solutions.

» Risk management is a menu of a few activities —
risk identification, risk measurement and creative
solutions to manage risk effectively. These are
embryonically inter-linked.

Risk Managers should be masters in all these together
- not one or the other.

Of course, redesigning or reconfiguring risk
management architecture is a journey - not a
destination. The Risk Managers should, however, not
lose sight of the exact route to be taken at the right
point of time.

Planning for “Known-Unknowns” is
necessary but smelling “Unknown-
Unknowns” will be the winners’ traits.

“There are known-knowns; there are things we know
we know. We also know there are known-unknowns;
we know there are some things we do not know. But
there are also unknown-unknowns - the ones we do
not know we do not know.”

Former United States Secretary of Defense, Mr. Donald
Rumsfeld made this complex statement at a press
conference on 12" February 2002 when he announced
that there was no evidence that Iraq was supplying
weapons of mass destruction to terrorist groups.
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In risk management too, Risk Managers will need to
deal with the “known-unknowns” and the “unknown-
unknowns”.

‘Known-knowns’ are assumptions that have been
validated and are now facts. But, known-knowns
are not necessarily static. They could change over
even a short span of time — possibly even during
the period when the project is still live — scenarios
might change — compulsions might raise their head
- significant change in the scope, cost or schedule
may happen. Such potential risks might require
attention, identification, re-measurement and careful
monitoring.

Unknown-unknowns are true surprises. They follow
Murphey’s Law. These are “silent assassins” because
we do not recognize them until it is too late. These
are usually shared through lessons learned for future
risk consideration for projects as a known-unknown.
Assumptions are important in such cases. Risk
Managers should be able to visualize them, smell
them, if possible see them, rate them and resolve
them so much so that the conclusions drawn and the
policy making that follows do not turn out to be non-
sense as they pan out.

The big job, hence, is to ensure that all the staff
are engaged with what is required from a risk
management perspective and that their actions are
being monitored. This means that a culture of risk
awareness in the last mile needs to be inculcated.

Risk-Acculturisation measures should enable each
member to smell the risk in advance and alert the Risk
Marshalls. This will ensure the organisation to remain
“risk intelligent” not just “risk aware/conscious”.
All should remain clear about the company’s risk
strategy and governance.

The role of Risk Managers should, thus, be expanded
from being Business silos to holistic Balance sheet
management.

Risk Intelligence should flow from the Top. Discussion
on Risk should be a fixed agenda for any Top
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Management meetings on strategic decision-making.
There should be complete transparency on the kinds
and levels risk underlying the business activities —
small or big. Each worker should be a Risk Manager
for his job responsibilities with clear accountability
provisions. In short, Risk Intelligence should be a part
of the DNA of the organisation.

Rigours of risk management should be symmetric
across all the Business units — Be it Enterprise
Wide and not Silo-based with a narrow focus.
Interconnectedness of risks are difficult to anticipate
or perceive but there should be ways to be able to
measure them and include them as a part of the Risk
evaluation exercise. Without this, potential threats to
the business will be perennially there as a Damocles’
sword hanging around.

The role of risk management should shift from an
‘offensive type’ to a ‘defensive type’. Offensive risk
management aims to leverage risk to raise profits and
hence, shareholders value, whereas, Defensive risk
management professes to create a ‘crisis-prepared’
environment which would reduce the probabilities of
distress so much that the direction of profits would
remain positive on a sustained basis and so are the
confidence of the shareholders on their value.

The former is short-term while the latter is for the
long-term.

As such, Disconnected risk management based
on ‘returns from the silos’ may have other negative
externalities in the nature of regulatory fines,
unforeseen liabilities and even the failure of that silo
business which can get the whole organisation on its
kneels.

Plan to create a resilient financial entity?
Neither 100-meter race nor a marathon
should be the strategy.

Creating a financial entity is not a destination but a
journey. That is well understood. But the strategy to
be adopted to start creating a resilient one is viewed
differently by different experts. Some go with ‘slow
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and steady’ while few others believe in a ‘Big Bang
approach’.

It should, however, be best to follow a sweet hybrid
framework.

Atight timeline should be framed and followed to start
working while dealing with teething problems. Each
year starting with the maiden one should end with
tangible performance milestones. Provision of years
or months of working should not be kept for to ‘test
the waters’ but every day should lead to few hours of
performance. There should not be any leisure time to
‘stand and stare’.

Every hour should be a race for ‘100 meters’ towards
a ‘marathon race for 100 years’.

Building an Institution could be a child’s play for
‘some’ but creating a resilient institution that too a
financial one is a complex job that warrants lots of
efforts “for everyone’.

Let me pepper the “Thoughts for Future” with some
practical suggestions to achieve them.

1. Chief Risk Officers (CROs) should be able
to develop a collaborative relationship with
business line leaders. They should be very
strong in their interpersonal skills to achieve
effective relationships and motivating others.
For that to happen, they must be cool under fire.

2. They should gain free access to the board
for conveyance and reporting. Not providing
such access would cause disconnect in
communication and the loss of resolutions
to various strategic problems.

3. They should be skilled at Strategic thinking,
effective analysis of data and the ability to
disaggregate business plans into component
risks.

4. They should have a strong understanding of
processes and core management activities.

5. Risk appetite should be clearly understood
and be codified.
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While doing so, three points should be carefully
considered.

(@) The capability to incubate new products
which can trace the potentials for
possible opportunity gains. These are the
incremental strategic alternatives which
could be considered at a particular point of
time.

(b) The finesses with which those could be
executed with lowest possible gestation
periods. This can, thus, control cost.

(c) These are in accordance with the avowed
character and devised goals of the
organization as crafted by the Board
members and the Heads of various
Business units.

6. Boosting Self-Resilience by the Entities

e |dentify brewing risks — Known-unknowns

e Have a measurable index

e Discuss with the concerned Business head

e Escalate it to Chief Executive Officer-Risk
Management Committee (CEO-RMC)

e Have a contingency plan

e Create organisation-wide awareness

7. Configure entity-specific empirical models

e Risk Dossiers for each business

e Early warning indicators

e Forward looking Stress test framework

8. Identification of Vulnerable businesses
& borrowers/counterparties through
quantifiable institution-specific models

9. Measuring interconnected risk

10. Managing ‘Similar models risks”

11. Recognising and working on measures to
handle newer risks

e  Climate risk

e Vendors’ risk

e Digital platform/Business model risk

e  Conduct risk
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e Moral hazard risk e James Lam - a global expert on Enterprise Risk
e Reputation risk Management (ERM) - “The only alternative to
risk management is crisis management - and
crisis management is much more expensive,
time consuming and embarrassing”.

e Technology risk

e  Qutsourcing risk

12. Keeping ready an effective Operational e Robert Heinlein: “People do not learn from the
Resilience plan mistakes of others. They seldom learn from
13. Preserving reserves for the rainy days their own mistakes. Never underestimate the

It will be worthwhile to end with the following with two power of human stupidity”.
quotes. QL
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REPORT ON 21+
APABI INTERNATIONAL CONFERENCE 2024

The 21%t biennial International conference 2024 of
the Asian-Pacific Association of Banking Institutes
(APABI) has been organized successfully by the Indian
Institute of Banking & Finance (IIBF) on 14t November
(Thursday) at the Hotel Taj President, Mumbai. The
conference was attended by Senior Executives from
the Banking Institutes across Asia-Pacific region,
e.g. South Korea, Philippines, Malaysia, Vietham,
Cambodia, Nepal, Bhutan, Mongolia etc., along
with senior bankers from public sector & private
sector banks in India. The theme for the conference
was “Paradigm shift in Banking: Moving towards a
resilient, inclusive & sustainable model”.

The aim of the conference was to bring together
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educators, industry experts and senior Banking,
Financial Services and Insurance (BFSI) professionals
from the Asia-Pacific nations on a common podium,
so as to learn from their perspectives and vast
experiences in a thought-provoking environment. The
theme of the conference was specifically chosen to
promote exchange of ideas and share best practices
in banking education among peer institutes. IIBF,
a pioneer in BFSI education in India for the last
97-years and an alma mater for most of the banking
professionals in India today, played the appropriate
host.

The conference had an auspicious beginning with the
traditional prayer and the lighting of the lamp.
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Shri Biswa Ketan Das, Chief Executive Officer (CEO),
Indian Institute of Banking & Finance (IIBF) extended
a warm welcome to the international and national
dignitaries to the conference. He then touched
upon the proud legacy of IIBF and set the scene for
further deliberations on the theme of the conference
by highlighting on the immediate need of upskilling
and reskilling to nurture the human capital in a fast-
evolving banking ecosystem.

The inaugural address, delivered virtually by Shri
Atul Kumar Goel, Managing Director (MD) & CEO,
Punjab National Bank and President, |IBF, duly
focused on the importance of staying inclusive and
resilient in the face of the paradigm shift brought
about by fast technological advancements and
rapid innovation, to ensure the requisite quality
of customer service in banks. Shri Goel has duly
highlighted on the importance of inclusivity and
financial literacy in banking, by empowering
individuals through innovations. He focused on the
importance of acknowledging and incorporating
climate considerations in the credit appraisal and
underwriting process to ensure sustainable banking
practices. Shri Goel has also congratulated the
APABI members for working cohesively towards a
brighter future.

Shri Mahendra Dohare, Executive Director, Central
Bank of India, has also highlighted on the importance
of capacity building and reskilling & upskilling of
bankers to navigate the changing face of BFSI
ecosystem. He also focused on the importance of
bringing in the climate considerations to ensure
sustainability and resilience. Shri Dohare has also
highlighted on the pioneering role played by IIBF
in the domain of banking education in India and
congratulated it for the upcoming centenary.

Shri Gopal Murli Bhagat, Deputy Chief Executive,
Indian Banks’ Association (IBA), deliberated upon the
role played by IBA in bringing together the banks in
India to counter the systemic issues and challenges
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in banking, like the pandemic. He brought forth the
importance of ‘digital-first’ approach to increase the
resilience & inclusivity in banking. He emphasized
on the importance of sustainability and the need to
decrease the carbon intensity of banks’ portfolios to
ensure sustainability and resilience. He congratulated
IIBF for bringing together the members of APABI to
deliberate upon such key issues.

The keynote address by Smt. Charulatha S. Kar,
Executive Director, Reserve Bank of India (RBI),
focused on the importance of capacity building
to counter the pressing challenges in banking,
especially the paradigm shifts brought about
technological innovations. She highlighted the
importance of staying agile in the face of rapid
changes across the banking ecosystem, to provide a
tailored and digitized customer journey by leveraging
on recent advancements like artificial intelligence,
machine learning & blockchain-based Application
Programming Interfaces (APIs). She also highlighted
on the recent Government initiatives like Pradhan
Mantri Jan Dhan Yojana (PMJDY) to promote financial
inclusion and also mentioned the recent initiative
of ‘Unified Lending Interface’ to ensure frictionless
credit to all. RBI’s recent measures, like regulatory
sandbox and engagement with FinTechs to promote
controlled innovations in digital solutions in banking
space have been duly mentioned by her to ensure
data security and prevent cybercrimes. Finally, Smt.
Kar has deliberated on the measures taken to ensure
sustainability in the banking domain by cutting
down on carbon footprints. She ended her speech
by focusing on HR transformation, targeted learning
and capacity building programmes to develop new
skillsets in nurturing future leaders in the industry
and complemented IIBF for its pioneering role in the
capacity building space in India.

The speeches were followed by four highly engaging
and insightful panel discussions wherein international
and national experts exchanged their ideas,
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experiences across geographies and shared valuable
inputs in terms of developing the human capital to
adapt and progress to the evolving BFSI ecosystem.

The first panel discussion was conducted on the topic
of “Empowering through knowledge- Preparing future
ready banking professionals”. The panel consisted of
Ms. Wan-Hsin Huang, AVP &Head of Financial Training
Group, Taiwan Academy of Banking & Finance (TABF);
Smt. Suranjana Dutta, Chief General Manager (CGM)
& Head-Strategic Training Unit (STU), State Bank of
India; Dr. Chetna Pandey, General Manager-Learning
& Development, Union Bank of India and Prof.
Srinivasan R. lyengar, former Director-Jamnalal Bajaj
Institute of Management Studies (JBIMS). The panel
was insightfully moderated by Dr. K. Gangadharan,
Director (Academics), IIBF. Shri Krishan Mishra,
CEO, FPSB-India, established the context of the
panel discussion through his brief yet insightful
speech on the importance of professional education
and continuous learning. The panel deliberated in
detail upon the paramount importance of nurturing
the human capital. Ms. Huang talked about banks’
growing investments in generative Al technology.
Smt. Dutta talked about challenging the status quo
through continuous knowledge. Dr. Pandey talked
about fulfilling leadership gaps through upskilling
and continuous learning. Prof. Srinivasan, on his turn,
talked about knowledge-driven business models. The
panel agreed on the immediate need for investing in
human capital, leveraging on the technology-driven
pedagogies, personalised learning solutions and
increased collaboration between industry & academic
institutes. The panel also indicated the need for joint
research initiatives and industry-focused curriculum.

The second panel discussion focused on the
important topic of “Digital Transformation: Redefining
the Banking Landscape”. Shri Rajeev Ranjan Prasad,
Chief General Manager (CGM)-Digital Banking,
State Bank of India, laid the context through his
detailed presentation on the digital disruption &
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subsequent transformation of the banking system in
India, especially in the digital lending & remittance
domains. The panel, thereafter, focused on the
digital transformation perspectives from other
geographies through deliberations from Ms. Carrie
Leung, CEO, The Hong Kong Institute of Bankers
(HKIB) and Mr. SOU Visal, CEQ, Institute of Banking
& Finance (IBF) Cambodia, Shri Suresh Shankaran,
Senior Vice President-Information Security Group
(SVP-ISG), HDFC Bank and Shri E. Ratan Kumair,
General Manager-Information Technology (GM-IT),
Central Bank of India, put forth the transformational
perspective in India. The panel was moderated
by Shri LVR Prasad, Director (Training), IIBF. The
panel deliberated upon the crucial need to improve
customer experiences by leveraging technology,
while not compromising on the data security
perspective. The panel envisaged that increased
collaboration with FinTech companies to improve
customer onboarding and relationship experiences
would be crucial for banks in the days to come. The
panel also saw digital collaborations to be a critical
strategy to ensure financial inclusion going forward.
The panel concluded on the importance of customer
education for ensuring digital security.

The third panel focused on the crucial topic of
“Climate Risk & Sustainable Finance-Challenges
& Opportunities”. The panel was made up of Smt.
Shobana Chawla, Executive Director (ED), Standard
Chartered Bank; Shri Ankit Jain, CEO, StepChange;
Shri V Chandrasekar, Senior Advisor- Corporate
& International Banking (C&IB), Indian Banks'
Association (IBA) and Shri Ashutosh Tandon, FIG
Advisory Officer-South Asia, International Finance
Corporation. The discussions were moderated by Shri
Biswa Ketan Das, CEO, IIBF. The topic was introduced
by Shri Sunil T S Nair, Chief General Manager (CGM),
Reserve Bank of India through an insightful speech
on the need for incorporating climate risks in the risk
management processes of banks and highlighted on
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the RBl initiative to address the issue of unavailability
of standardized & reliable climate data through
introduction of ‘RB-CRIS’, a climate data repository
for India. The panel, on its turn, has deliberated in
detail about the importance of factoring climate risks
in the credit appraisal and underwriting process of a
Bank, of calculating the Bank’s emissions including
financed emissions and to disclose the emissions
in an effective and trustworthy manner. The panel
has deep-dived on the impact of Carbon Border
Adjustment Mechanism (CBAM) or similar carbon
taxes on India’s exports and has also touched upon
the necessity of introducing an effective carbon
trading market for financing the transition. Moreover,
the panel deliberated on the human-side of climate
adaptation processes and the importance of funding
such initiatives. At the end, the panel has highlighted
on the importance of creating the relevant capacity
amongst the employees of banks across levels, to
create the necessary awareness on climate-related
risks and mitigations.

As a guest speaker, Mr. Simon Thomson from the
Global Capacity Building Coalition, has called for
prioritising the capacity building initiatives across the
globe to tackle climate change more effectively.

The fourth and final panel deliberated on the topic
of “Data driven Banking: Leveraging Big data and
Artificial Intelligence”. Shri Balaji Rajagopalan,
Chief Technology Officer (CTO), State Bank of India
provided some valuable insights on the aspect of
effective data mining for excellence in customer
experiences, followed by a detailed discussion by
the panel moderated by Dr. Narinder Bhasin, Head-
Professional Development Centre, Northern Zone
(PDC NZ), IIBF. The panel was made up of Mr.
Reginald C. Nery, Senior Vice President and Chief
Audit Executive, Bankers Institute of Phillipines; Shri
Rajesh Kumar Ram, General Manager (GM)-Digital
Banking, Bank of India; Shri Jalpesh Shah, Head-Data
Science, Credit Analytics & Innovation, HDFC Bank
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and ShriBurra ButchiBabu, IT advisory board member,
Punjab & Sind Bank. The panel discussed the need
to incorporate effective data governance models for
managing the huge volume of available data ethically
and prudently. The panel highlighted the importance
of adequate domain knowledge to modulate the
data management tools, to create multifunctional
data models. The panel has mentioned the need of
reskilling and upskilling for existing employees on
the areas of big data and artificial intelligence. The
panel was unanimous in ensuring data security and
ethical data usage to prevent transactional frauds
and cyber-threats. The panel concluded by saying
that the regulatory framework is required to catch up
with the path-breaking developments in the domain,
while we move towards a data-driven banking model.

As a part of the conference, the Institute also released
its special issue of the ‘Bank Quest’ on the theme of
the conference covering articles on new paradigms in
banking penned by Indian and International authors,
including senior-most executives from banks &
Financial Institutions (FIs) in India, which gave national
and global perspectives on banking issues.

39" Sir Purshotamdas Thakurdas Memorial
Lecture

The prestigious Sir Purshotamdas Thakurdas
Memorial lecture (39" lecture) was delivered by
Dr. Rabi Narayan Mishra, Director, College of
Supervisors, Reserve Bank of India on the topic of
“From fixing points of instability to setting a state of
resilience: Making financial entities distress-immune
and future-ready”.

Dr. Mishra started his insightful delivery with the
epiphet that ‘Stability breeds instability’, therefore,
a prolonged period of stability needs to monitored
thoroughly for inherent systemic risks. Moreover, the
era of financial innovations has led to a mushrooming
growth of financial products, thereby, increasing the
systemic risks in exponentially in an interconnected
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monetary system worldwide. Resilience of the
financial system is synonymous with a sustained
state of stability, as he appropriately deliberated.
Dr. Mishra has insightfully divided the risks that the
financial system faces, into three areas: ‘known-
known risks’, ‘known-unknown risks’ and ‘unknown-
unknown risks’. Addressing these risks, in turn, are
closely related to the overall resilience of the financial
system.

Dr. Mishra has deliberated upon the three different
types of resilience that an organization needs to
ensure in order to become truly resilient, namely
financial resilience, operational resilience and

functional resilience. Dr. Mishra has highlighted on the
importance of relooking at the existing regulations and

has called to move from sector-agnostic regulations
to sector-specific regulations.

Dr. Mishra has emphasized on the critical role of an
organization like IIBF for propagation of necessary
awareness and knowledge-base for the banking
community as a whole, in the critical aspect of
increasing resilience in the banking ecosystem.

Dr. Mishra has concluded his address with the very
pertinent argument that every CEO needs to be
focusing on building their systems & processes in
such a way that natural resilience is created within
the system. In that way, the internal system can
predict in advance and effectively deal with crises or
any adverse event, as and when they arise.

Inaugural session- (L-R): Mr. Biswa Ketan Das, Chief
Executive Officer; Smt. Charulatha S. Kar, Executive Director,
Reserve Bank of India; Mr. Mahendra Dohare, Executive
Director, Central Bank of India; Mr. Gopal Murli Bhagat,
Deputy Chief Executive, Indian Banks’ Association
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21t APABI International Conference 2024 - 14" November
2024: Welcome Address by Mr. Biswa Ketan Das, CEO, IIBF

Mr. Biswa Ketan Das, CEO,
[IBF moderating the Panel Discussion
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MITIGATING CYBER THREATS IN THE BFSI SECTOR: Al-DRIVEN
RISK MANAGEMENT AND RESILIENGE STRATEGIES

= Dr. Sachin Sharma*

Abstract

The Banking, Financial Services and Insurance (BFSI)
sector faces escalating cyber security challenges
due to the rapid digital transformation and increasing
sophistication of cyber threats. This paper explores
the evolving threat landscape and emphasizes the
transformative potential of Artificial Intelligence (Al) in
enhancing cyber risk management and organizational
resilience. It presents a comprehensive analysis
of Al-driven cyber security approaches, including
anomaly detection, fraud prevention, automated
incident response and behavioural analytics. The
study contrasts traditional and Al-enabled strategies,
highlighting the limitations of legacy systems and
the benefits of Al-powered Security Orchestration,
Automation and Response (SOAR) platforms. Real-
world case studies and industry implementations
illustrate how leading financial institutions leverage
Al for predictive analytics and adaptive defense
mechanisms. Furthermore, the paper examines
the regulatory landscape, adoption challenges and
future directions, emphasizing the integration of
Al with Zero Trust frameworks and digital banking
platforms. The findings provide actionable insights
for BFSI institutions to strengthen their cyber security
posture, ensure regulatory compliance and build
robust, intelligent and future-ready risk management
systems.

Introduction

In recent years, the Banking, Financial Services and

= Mukesh Ahuja**

Insurance (BFSI) sector has become a prime target
for cyber attacks due to its critical role in managing
sensitive financial data and transactions. As financial
institutions increasingly digitize their operations, the
need for robust cyber security measures has never
been more urgent (Sharma & Kumar, 2022). The rising
sophistication and frequency of cyber threats pose
significant challenges to the sector, prompting a call
for innovative solutions to ensure business continuity,
data protection and operational resilience. This
section explores the importance of cyber security
in the BFSI sector, the escalating nature of cyber
threats, the pivotal role of Artificial Intelligence (Al)
and other advanced technologies in enhancing cyber
security and the objective of this article, which is to
analyze Al-driven strategies for effective cyber risk
management.

Importance of Cyber security in the BFSI
sector

Cyber security is fundamental to maintain the trust
and integrity of financial system. The BFSI sector
handles vast amount of sensitive personal, corporate
and financial data, making it an attractive target for
malicious actors. Ensuring the protection of this
data is not only a legal and regulatory requirement
but also critical for safeguarding the reputation
and financial stability of institutions (Williams &
Brown, 2021). Cyber security breaches can lead
to significant financial losses, damage to customer
confidence, legal repercussions and long-term

*Chief Manager (Systems), State Bank of India.
**Assistant General Manager (Systems), State Bank of India.
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operational disruption (Patel & Singh, 2020). As
financial institutions embrace digital transformation,
the complexity of securing these systems against
evolving cyber threats becomes paramount (Gupta &
Shah, 2023).

Increasing Cyber Threats in Banking and
Financial services

The BFSI sector has seen a significant rise in cyber
threats over the past decade. From ransomware
attacks and phishing schemes to Advanced
Persistent Threats (APTs) and insider threats, the
types of cyber attacks targeting financial institutions
have grown in both sophistication and scale (Zhang
& Thomas, 2021). Attackers leverage a combination
of social engineering, malware and exploitations of
vulnerabilities in legacy systems to breach defenses
(Raj & Pandey, 2022). Furthermore, the increasing
adoption of digital banking services, mobile payments
and cloud computing exposes new attack vectors
that cyber criminals are quick to exploit (Choudhury
& Sharma, 2020). As these threats continue to evolve,
traditional cyber security measures struggle to keep
pace, highlighting the need for advanced, adaptive
solutions that can respond in real-time (Prasad &
Rao, 2021).

Role of Al and Advanced Technologies in
Mitigating Risks

Artificial Intelligence (Al) and Machine Learning
(ML) are revolutionizing the way cyber security is
approached in the BFSI sector. Al-powered systems
are capable of processing vast amount of data
at scale and in real time, enabling them to detect
anomalies, predict potential threats and automate
responses faster than human analysts could ever
achieve (Williams & Smith, 2020). Machine learning
algorithms can analyze patterns from past cyber
incidents, identify emerging threats and continuously
adapt to new attack methods (Patel & Desai, 2021).
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Al-driven threat intelligence platforms can assist in
proactively managing risk by providing insights that
help institutions stay one step ahead of cyber criminals
(Zhao & Liu, 2022). Additionally, technologies such as
blockchain, biometrics and encryption can provide
layers of defense against common vulnerabilities
(Nguyen & Tran, 2021).

Objective of the article: Analyzing Al-Driven
strategies for Cyber Risk Management

The objective of this article is to explore and analyze
the effectiveness of Al-driven strategies in mitigating
cyber risks within the BFSI sector. By examining the
current landscape of cyber threats and reviewing how
Al can be applied to bolster security framework, this
article aims to highlight the transformative potential
of Al and related technologies. Through case studies,
industry reports and expert opinions, we will discuss
best practices for implementing Al solutions in cyber
security, the challenges faced by financial institutions
and the role of Al in building resilient systems capable
of adapting to ever-evolving threats (Jones, 2021).
The goal is to provide valuable insights into how Al
can enhance cyber risk management and contribute
to a more secure and resilient BFSI ecosystem.

Cyber Threat landscape in the BFSI sector

As the BFSI sector becomes increasingly digitized,
the threat landscape grows more complex, with
cyber criminals developing sophisticated techniques
to exploit vulnerabilities in financial institutions’
digital infrastructure. From phishing scams to highly
targeted Advanced Persistent Threats (APTs), the
range of threats continues to evolve. Additionally,
case studies of recent cyber attacks on banks and
financial institutions will demonstrate the real-world
implications of these growing threats.

Overview of major Cyber Threats in Banking

Phishing: Phishing remains one of the most
prevalent cyber threats targeting the BFSI sector.
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Phishing attacks involve cyber criminals attempting
to deceive individuals or employees into revealing
sensitive information such as usernames, passwords
and account details, typically through fraudulent
emails or websites. In the BFSI context, phishing can
lead to unauthorized access to accounts, identity
theft, financial fraud and even the compromise of
sensitive customer data.

Given the reliance on email communications for
financial transactions and account management,
phishing attacks have proven to be a constant
threat for banking institutions. Recent statistics have
indicated a rise in the frequency of spear-phishing
attacks, which are highly personalized and specifically
target individuals within financial organizations, such
as senior executives or employees with access to
critical financial system.

Ransomware: Ransomware attacks involve
malware that locks or encrypts a victim’s data,
rendering it inaccessible until a ransom is paid.
In the BFSI sector, ransomware can result in
significant disruptions to operations, financial
losses and reputational damage. Attackers often
use sophisticated tactics, including phishing emails
or exploiting unpatched software vulnerabilities, to
gain access to critical systems. Institutions may be
forced to halt operations, causing service outages
and the ransom payment may incentivize further
attacks. Additionally, regulatory compliance issues
arise, as financial institutions are required to protect
client data and maintain operational integrity. The
increasing complexity and targeting of ransomware
attacks toward high-value institutions, like banks,
highlight the need for proactive and comprehensive
cyber security strategies.

Insider Threats: Insider threats represent a
significant risk to the BFSI sector, given the vast
amount of sensitive information and financial data
employees have access to. Insider threats can come in
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the form of malicious actions or unintentional mistakes
by employees, contractors or even third-party
vendors. These threats may involve the unauthorized
access or leakage of sensitive information, fraud or
the sabotage of financial system.

Advanced Persistent Threats (APTs): Advanced
Persistent Threats (APTs) are long-term, sophisticated
attacks carried out by highly skilled cyber criminals or
nation-state actors. These threats involve attackers
infiltrating a network and maintaining a presence for
an extended period, often months or years, to steal
valuable data or cause harm. Unlike typical cyber
attacks, APTs are designed to remain undetected for
as long as possible, allowing the attackers to access
sensitive financial data, intellectual property and
customer information without raising alarms.

Figure 1: Major Cyber Threats in Banking
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Al-Powered Cyber attacks targeting Financial
Institutions

As the BFSI sector invests in advanced technologies
such as Al and machine learning for operational
efficiency, cyber criminals are also leveraging these
same technologies to launch more sophisticated
attacks. Al-powered cyber attacks are characterized
by their ability to adapt and learn from previous
attacks, making them harder to detect and mitigate.
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One example of Al-driven attacks includes Al-
powered phishing, where Al is used to create
highly convincing phishing messages that are
tailored to individual targets, based on data scraped
from social media, emails or other public sources.
Another form of Al-driven cyber attack involves the
use of malicious bots capable of automating large-
scale attacks on financial systems. Al also enables
automated vulnerability scanning, where attackers
use machine learning algorithms to continuously
scan for weaknesses in a financial institution’s cyber
security posture.

Case Studies of recent Cyber attacks on
Banks and Financial Institutions

The 2017 WannaCry Ransomware attack

In 2017, the WannaCry ransomware attack crippled
numerous organizations worldwide, including several
prominent financial institutions. The attack exploited
a vulnerability in Microsoft Windows systems and
the ransomware spread rapidly across networks,
encrypting files and demanding a ransom payment in
Bitcoin. While the primary impact was on healthcare
and Government organizations, several financial
institutions also reported service disruptions and
financial losses. This case underscores the risks that
ransomware poses to the BFSI sector, highlighting
the importance of timely patching and the need for
robust disaster recovery plans.

The 2016 Bangladesh Bank Heist

One of the most infamous cyber attacks in the BFSI
sector took place in 2016, when hackers infiltrated the
Bangladesh Central Bank’s systems and attempted
to steal $1 billion through a series of fraudulent
transactions. The attackers used sophisticated
methods, including malware and social engineering
techniques, to gain access to the bank’s Society for
Worldwide Interbank Financial Telecommunications
(SWIFT) system, which is used to facilitate global
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financial transactions. Although the heist was partially
thwarted, the attackers successfully stole $81 million.
This incident demonstrated the potential for cyber
criminals to exploit vulnerabilities in international
financial systems, particularly, in the case of interbank
communication platforms like SWIFT.

The 2020 Capital One Data Breach

In 2020, Capital One, one of the largest financial
institutions in the United States, suffered a major
data breach, exposing the personal data of over
100 million customers. The breach occurred due
to a vulnerability in a cloud service used by Capital
One, which allowed a former employee of Amazon
Web Services (AWS) to gain unauthorized access to
sensitive data. While the breach was not an Al-driven
attack, it highlights the growing risks posed by cloud
services and third-party vendors.

Distributed Denial of Services (DDoS)

Banks and financial institutions operate in a high-
stakes environment where system reliability is
paramount. In 2021, 50% of all organizations
targeted by DDoS attacks belonged to the banking
and financial services sector, highlighting the
industry’s vulnerability. Beyond the sheer volume of
attacks, there has been a rise in sophisticated, multi-
vector DDoS techniques. These methods involve
simultaneous attacks from multiple vectors, making
them more difficult to detect and mitigate. Attackers
not only aim to cripple systems but also to exhaust
resources, divert security teams’ attention and exploit
other vulnerabilities amidst the chaos. Some major
DDoS attacks in recent history include ProtonMail
(2015), Mirai Botnet (2016), Dyn (2016) and GitHub
(2018).

Insecure Third-Party Access

Many companies in the Banking, Financial services
and Insurance (BFSI) sector rely heavily on third-party
providers for critical operations such as payment
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processing, cloud storage and data management.
However, inadequate security measures in these
services can introduce significant risks, including data
breaches, financial losses, operational disruptions
and a weakened security posture. Exposure of
sensitive customer data may also lead to regulatory
non-compliance, resulting in legal penalties, fines
and reputational damage that erodes customer trust.
A breach linked to an insecure third-party service can
have lasting consequences, harming brand loyalty
and complicating recovery.

Al and Machine Learning applications in
Cyber Risk Management

This section explores how Artificial Intelligence (Al)
and Machine Learning (ML) are revolutionizing cyber
risk management, enhancing security measures and
providing advanced methods for detecting, predicting
and mitigating cyber threats.

Threat Intelligence & Predictive Analytics

With the integration of Al, threat intelligence systems
can analyze massive amount of data from a variety of
sources (e.g. dark web, social media, network traffic)
to detect early warning signs of cyber attacks. Al
algorithms can automatically process and correlate
data from multiple sources, identifying trends and
potential risks in real time. Predictive analytics models
can help prioritize the most critical threats and focus
resources on preventing attacks before they occur
(Smith, 2022; Thompson & Wang, 2023).

Behavioral Analytics for Fraud Detection

Behavioral Analytics applies machine learning to monitor
and analyze user and entity behaviors across systems.
By understanding normal user behavior patterns,
Al systems can spot anomalies and potential fraud
attempts. Al-enabled system also continuously improve
by learning from new data, reducing false positives and
improving the overall effectiveness of fraud detection
(Johnson & Patel, 2021; Lee & Davis, 2022).
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Automated Security Operations
Platforms)

(SOAR

Security Orchestration, Automation and Response
(SOAR) platforms leverage Al and machine learning
to enhance security operations by automating routine
tasks, enabling faster responses to security incidents
and streamlining workflows. Operational efficiency
increases operational scalability and reduces the
burden on human teams (Smith & Zhang, 2020; Patel
& Thomas, 2021).

Al-Powered Network Security & IDS/IPS

Al-powered Detection System (IDS)/
Intrusion Prevention System (IPS) system use
machine learning to improve their ability to detect
and prevent network intrusions. Al-powered IDS/IPS
system can provide real-time threat detection and
prevention by analyzing network traffic continuously.
As threats evolve, Al and machine learning improve
the systems’ ability to identify new intrusion tactics
(Johnson & Lee, 2022; Clark & Harris, 2023).

Multi-Factor

Intrusion

Biometric security &
Authentication (MFA)

Through deep learning algorithms, Al can analyze
unique features of a user’s biometrics and verify
identity with higher precision, even under challenging
conditions.  Multi-Factor  Authentication (MFA)
systems are used to enhance security by requiring
multiple methods of authentication. It can also analyze
behavioral patterns (e.g., keystroke dynamics) as an
additional layer to continuously verify user identity
during a session. Future innovations are likely to
address these issues, with Al contributing to more
seamless and secure authentication systems (Smith
& Patel, 2022; Taylor & Wang, 2023).

Regulatory and Compliance aspects in Cyber
Risk Management

This section examines the critical role of regulatory
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bodies and compliance frameworks in cyber risk
management.

Role of RBI, SEBI and Global Cyber security
Frameworks

Regulatory bodies like the Reserve Bank of India (RBI),
Securities and Exchange Board of India (SEBI) and
global cyber security frameworks play a crucial role in
ensuring that organizations maintain strong cyber risk
management practices. RBI’s role in cyber security
focus on issues such as cyber security governance,
risk management, security monitoring and incident
response (RBI, 2016; Kumar & Sharma, 2020). SEBI’s
guidelines ensure that financial firms are equipped to
deal with risks arising from cyber incidents, focusing
on areas like data protection, secure transactions
and reporting requirements (SEBI, 2020). Global
cyber security frameworks offer structured guidance
on building a comprehensive cyber security strategy,
emphasizing risk assessment, incident response and
continuous monitoring (NIST, 2018; ISO/IEC, 2022;
ENISA, 2020).

Compliance with GDPR, ISO 27001, PCI-DSS
and Zero Trust Frameworks

Compliance with global data protection and cyber
security standards is essential for organizations
to safeguard sensitive information and maintain
operational integrity. The General Data Protection
Regulation (GDPR) non-compliance can lead to hefty
fines, making it crucial for organizations to align
their data practices with GDPR standards (European
Commission, 2018). Achieving ISO 27001 certification
ensures that organizations established
robust security controls to protect their data from
unauthorized access, ensuring compliance with global
best practices for managing cyber security risks (ISO/
IEC, 2013). Payment Card Industry-Data Security
Standard (PCI-DSS) framework provides guidance
on encryption, access control and security testing

have
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to reduce the risk of data breaches (PCl Security
Standards Council, 2021). Many organizations are
now aligning with Zero Trust principles to strengthen
their cyber security posture (Rose et al., 2020).

Risk Management Strategies to align with
Banking Regulations

Effective risk management strategies are essential to
ensure compliance with banking regulations and to
mitigate cyber security risks. A risk-based approach
is central to align with banking regulations. This allows
organizations to focus resources on high-priority risks,
improving the efficiency of risk management efforts
(ISO, 2018). To ensure compliance with banking
regulations, organizations need to adopt a holistic
approach to cyber security, integrating security
Governance, Risk management and Compliance
(GRCQ) practices. This includes implementing regular
audits, vulnerability assessments and ensuring
continuous monitoring of IT systems to detect
emerging threats and vulnerabilities (PwC, 2021).
Compliance with regulations often includes mandates
for ongoing training to ensure that all personnel are
aware of their responsibilities in mitigating cyber risks
(ISO/IEC 27001, 2022).

Case Studies & Industry Best Practices

How Top Banks and Financial Institutions
Use Al for Cyber security

Leading banks and financial institutions are at the
forefront of implementing Al technologies to enhance
cyber security measures. Major financial institutions
like JPMorgan Chase and Wells Fargo have adopted
Al and machine learning models to identify fraudulent
transactions in real time. For example, JPMorgan
Chase employs advanced Al algorithms that
scrutinize spending patterns and detect unauthorized
transactions, reducing the likelihood of fraud
(JPMorgan Chase, 2019). By leveraging Al’s ability
to detect patterns in data, financial institutions can
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identify vulnerabilities and prevent cyber attacks from
escalating (Bank of America, 2020; Citibank, 2020).
The integration of Al with Security Orchestration,
Automation and Response (SOAR) platforms allows
for autonomous threat containment and faster
recovery from attacks (Wells Fargo, 2021).

Success stories and Failed attempts in Cyber
Risk Mitigation

While many organizations successfully
implemented Al-driven cyber security solutions, there
have been some notable failures. By continuously
refining its Al models with new data, Citibank has
managed to enhance its detection capabilities and

have

reduce false positives, preventing numerous cyber
attacks from compromising customer data and
operations (Citibank, 2020). Standard Chartered
machine learning models have significantly reduced
the number of false positives, ensuring that legitimate
transactions are not unnecessarily blocked while
detecting fraud in its early stages (Standard
Chartered, 2020).

Despite investing in cyber security measures, the
Equifax data breach in 2017 exposed sensitive
personal information of over 147 million individuals.
The breach underscores the
comprehensive cyber security strategy beyond
Al (Equifax, 2017). The 2013 Target data breach
occurred when hackers infiltrated Target’s network
through a third-party vendor. If Al-based monitoring
systems had been deployed effectively, they could

importance of a

have potentially mitigated such a breach by detecting
anomalies in real time (Target, 2013).

Key Takeaways from Real-World

Implementations

Theseinsights can help organizations refine their cyber
security strategies and Al deployment processes.
Al-based predictive analytics systems, which
continuously monitor network traffic and anticipate
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potential cyber threats, have proven effective in
preventing attacks before they reach critical stages.
These proactive measures are not only more cost-
effective but also more efficient compared to reactive
responses (JPMorgan Chase, 2023; Bank of America,
2023). Organizations like Wells Fargo demonstrate
how Al-powered incident response systems reduce
the need for human intervention and enhance the
speed of threat containment. By automating routine
tasks and responses, security teams can focus on
more complex issues, ultimately reducing response
times (Wells Fargo, 2023). Timely software updates
and system patches are essential in preventing
attackers from exploiting weaknesses in outdated
systems (Equifax, 2017; Target, 2013). Citibank and
Standard Chartered’s success stories highlight the
importance of regularly updating Al models with new
data to enhance their performance. Continuously
refining Al algorithms based on emerging threats
ensures that these systems remain effective over
time (Citibank, 2023; Standard Chartered, 2023).

Future Trends and Challenges

Emerging Al-Driven

Innovations

Cyber security

The integration of Al in cyber security has already
revolutionized threat detection and risk mitigation.
However, as Al technology continues to advance,
new innovations are emerging that will further
enhance cyber security measures across industries.
These Al systems not only detect threats but can
also autonomously mitigate them, providing an
added layer of protection for financial institutions
and enterprises (Darktrace, 2023). The predictive
capability will help banks anticipate and mitigate risks
before they materialize (Lee & Zhang, 2023). As the
technology evolves, Al-powered behavioral analytics
will become a more integral part of an institution’s
fraud detection and prevention strategy (Kroll, 2023).
Quantum computing and Al combination could create
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more secure encryption algorithms, better protecting
sensitive financial data and transactions from future
cyber threats (Singh & Kumar, 2023).

Challenges in Adoption of Al-Based Risk
Management

Despite the promising potential of Al in cyber
security, the widespread adoption of Al-based risk
management solutions faces several challenges.
These obstacles must be addressed before Al can
be fully integrated into cyber security strategies. Data
breaches or misuse of customer data could severely
undermine trust in Al-based systems (Roberts &
Shen, 2023). Without the necessary talent, financial
institutions may struggle to fully leverage the potential
of Al-driven cyber security solutions, leading to
challenges in implementation and oversight (Gupta,
2023). Due to high implementation costs, many
organizations may need to rely on third-party vendors
or cloud-based solutions to access Al technology
without the upfront financial burden (Zhang & Lee,
2023). For Al to be widely adopted in critical systems
like cyber security, there needs to be a higher level
of transparency and explainability in Al models,
especially when they are involved in high-stakes
decisions (Johnson, 2023).

Future of Cyber Resilience Strategies in
Banking

The future of cyber resilience in the banking sector
will be shaped by the continued integration of
Al technologies and the evolving nature of cyber
threats. The predictive capability will allow financial
institutions to allocate resources more efficiently
and mitigate risks proactively, rather than reacting
to incidents after they happen (Roberts, 2023). Al
can help enforce Zero Trust policies by continuously
evaluating user behaviors and network activities to
identify suspicious patterns and unauthorized access
attempts in real time (Choudhury, 2023). Al will play a
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key role in developing systems that can autonomously
adapt to new types of threats, enabling banks to
respond to incidents faster and more effectively while
minimizing disruption to services (Patel, 2023).

Conclusion & Recommendations
Summary of Findings

Al-driven technologies, including threat intelligence
systems, predictive analytics and behavioral
analytics, are transforming how BFSI organizations
detect and respond to cyber threats. Case studies
from leading financial institutions such as JPMorgan
Chase, Citibank and Standard Chartered demonstrate
the successful implementation of Al-based cyber
security solutions. These institutions have leveraged
Al to prevent fraud, detect cyber attacks in real-time
and automate incident response. However, failures
like the Equifax and Target breaches highlight the
need for a comprehensive approach that integrates
Al with strong risk management practices. Emerging
technologies such as autonomous cyber defense
systems, deep learning for threat detection and Al-
powered behavioral analytics are driving the next
generation of cyber security tools. Despite the
promise of Al, there are several challenges hindering
its widespread adoption in the BFSI sector. The
future of cyber resilience in BFSI institutions is
increasingly tied to the continuous integration of
Al into cyber security frameworks. Al’s role in zero
trust architectures and digital banking platforms will
become increasingly significant.

Actionable Recommendations for BFSI

Institutions

BFSI organizations should continue to invest in Al-
driven cyber security systems that offer predictive
analytics, automated threat detection and real-
time incident response capabilities. Implementing
advanced machine learning models that can adapt
to evolving threats will help institutions proactively
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mitigate risks before they materialize. Given the
shortage of cyber security professionals with Al
expertise, BFSI institutions must focus on training
their cyber security teams in Al and machine learning
technologies. As Al systems require large datasets to
function effectively, BFSI institutions must prioritize
data privacy and compliance with regulations like
GDPR. Smaller BFSI organizations with
resources can benefit from partnering with third-party

limited

vendors that offer Al-based cyber security solutions
as a service. Collaboration with leading Al technology
providers can help these organizations access
cutting-edge tools without the high initial investment
required for full in-house implementation. To build
trust in Al systems, BFSI institutions must work
toward ensuring transparency in Al-driven decision-
making processes. Adopting Explainable Al (XAl)
frameworks can help organizations better understand
how Al models make predictions, especially when
these systems are used to detect fraud or respond
to security incidents. The adoption of Al should
complement existing cyber security frameworks
such as Zero Trust and continuous monitoring
systems. BFSI institutions should ensure that Al tools
are seamlessly integrated into their broader cyber
security strategy, enabling a holistic approach to risk
management that leverages both human expertise
and Al capabilities.

The Need for Continuous Evolution in Cyber
Risk Strategies

As the cyber threat landscape continues to evolve,
so too must the cyber security strategies employed
by BFSI institutions. The shift from reactive to
proactive cyber security measures is critical for future
success. BFSI institutions must adopt Al-powered
predictive
vast amount of data in real time to anticipate and
neutralize threats before they escalate. In the face of
evolving threats, static security models will no longer

risk management tools that analyze
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suffice. BFSI institutions should embrace adaptive
security frameworks that evolve in response to new
information. Al models used in cyber security must be
continuously updated and refined to keep pace with
new types of cyber threats. Regular data refreshes,
retraining of models and adaptation to emerging
attack patterns will ensure that Al systems remain
effective over time. Collaboration between BFSI
institutions, Government agencies and cyber security
firms will be essential in developing industry-wide
cyber security standards. Continuous investment
in the research and development of new Al cyber
security solutions is vital. BFSI institutions should
allocate resources to explore next-generation Al
technologies such as quantum computing, advanced
deep learning and blockchain-based cyber security
solutions. These innovations will play a critical role in
securing the future of banking and financial services.
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360-DEGREE APPROACH TO CYBER RISK MANAGEMENT AS A
STRATEGIC TOOL FOR FRAUD DETECTION AND PREVENTION IN
BANKING

= Tushar Ranjan Barik*

Abstract

In today’s interconnected digital landscape, cyber
risk management has become paramount for
safeguarding financial institutions and stakeholders
against escalating cyber threats. This study
emphasizes on the adoption of a 360-degree
approach for cyber risk management as a strategic
framework for advanced fraud detection and
prevention. This study underscores the critical need
for a holistic mechanism integrating prevention,
detection, response and recovery to protect
digital and physical assets effectively. Drawing on
secondary data, this paper identifies technological,
organizational and human vulnerabilities as primary
contributors to cyber risks, affecting banks. The study
highlights machine learning, real-time monitoring and
advanced encryption as pivotal tools in combating
cyber fraud. By leveraging a comprehensive cyber
security framework that encompasses regulatory
compliance, vendor assessments and workforce
training, organizations can enhance resilience
against cyber threats. Despite challenges like budget
constraints and evolving attack methodologies, the
360-degree approach proves invaluable, addressing
overlooked vulnerabilities and fostering collaboration
among stakeholders. The findings advocate for a
proactive and adaptive strategy to mitigate risks and
sustain trust in an increasingly digital world.

Introduction

In a transformative digitalization era, where everyone

= Dr. Chandra Bhooshan Singh**

doing online transactions, fraud detection has
taken a significant role within organisations across
various industries, including banking and financial
institutions. The negative impact of fraudulent
activities results immediate financial loss, extending
to customer trust erosion and brand reputation
damage. Cyber threats pose a significant challenge
to the global economy, impacting organizations and
individuals alike. A cyber fraud mitigation ecosystem
using the popular tools like machine learning can
create a more stronger banking environment for
quick and timely detection of cyber frauds and
prevention of such frauds (Roy, N., & Prabhakaran,
S., 2022). The increasing frequency, sophistication
and financial implications of cyber attacks demand
a holistic approach to manage these risks. The
effective detection and prevention of cyber frauds
in the banking sector highly requires education,
awareness, technology solutions, fraud detection,
collaboration and regulatory measures (Natesan, G.
2024). This paper employed a 360-degree approach
to cyber risk management that integrates proactive
detection, prevention and resilience strategies.

The banking sector faces an ever-increasing array
of cyber threats, necessitating a comprehensive
approachtorisk management. India’s rapid expansion
in online transactions has been accompanied by an
alarming rise in cyber fraud, as highlighted in a 2024
report by The Hindu. According to data from the
Reserve Bank of India (RBI), shared in response to

*Assistant Professor, Kalinga University.
**Assistant Professor, Kalinga University.
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an RTI application, the country lost ¥3,207 crore due
to 5,82,000 cyber fraud incidents between FY2020
and FY2024. This surge is particularly concerning as
digital transactions are expected to rise significantly
during the festival season.

Chart 1 illustrates a dramatic increase in cyber fraud
cases in FY2024, surpassing previous years by a
wide margin. The number of reported cases soared
from 75,800 in FY2023 to an unprecedented 2,92,800
in FY2024 —nearly a fourfold rise. Correspondingly,
financial losses escalated from 3421.4 crore in
FY2023 to 32,054.6 crore in FY2024, highlighting the
growing financial impact of cyber fraud.

A comparative analysis of past years reveals
relatively stable figures from FY2019-20 to FY2022-
23, with annual cases hovering around 65,000 to
75,000. However, the steep escalation in FY2024
suggests a concerning trend, potentially linked to
increased digital adoption, sophisticated cyber crime
tactics and vulnerabilities in financial cyber security
infrastructure.

With the festival season driving a surge in online
payments, the risks of cyber fraud remain high. This
calls for urgent and proactive measures, including
enhanced cyber security protocols, stricter regulatory
enforcement and greater consumer awareness to
mitigate financial fraud risks in India’s evolving digital
economy.

Chart 1: Amount of loss incurred from cyber
frauds in T crore
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According to the study by Emad Tariq et al. (2024), the
cyber security significantly impacts fraud prevention
in Jordanian commercial banks, with detect function
being the most significant factor. A 360-degree
strategy involves integrating various detection and
prevention techniques to safeguard against fraud
effectively.

This approach is very crucial for maintaining the
integrity and stability of financial institutions. A
360-degree cyber risk management approach
ensures comprehensive safeguarding of digital and
physical assets by addressing threats, vulnerabilities
and risks from all possible angles. It integrates
technological, organizational and human elements,
emphasizing continuous prevention, detection,
response and recovery. Cyber crime in the banking
sector causes significant financial loss, necessitating
future prevention and system development (L.
Parthiban et al., 2014). Prevention involves real-
time system monitoring, securing endpoints and
implementing robust access controls. Detection
ensures timely identification of breaches through
advanced tools like encryption and backup solutions.
Effective response requires well-defined incident
response plans, while recovery focuses on restoring
data and continuity swiftly. This holistic strategy
relies on regular risk assessments, network security,
regulatory compliance and employee training to
enhance overall security. It also incorporates third-
party vendor assessments and communication plans
to minimize external risks. The advance technology
tool like Machine learning is one of the best technique
gaining popularity and playing a significant role in
this field (Eyad Btoush et al. 2023). Key enablers
like threat intelligence and real-time monitoring
ensure preparedness against threats,
while regulatory compliance safeguards against
legal repercussions. Despite challenges like budget
constraints or complacency in security upgrades,

evolving
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the 360-degree approach proves invaluable by
addressing overlooked vulnerabilities and providing
robust measures to secure organizational and
individual assets. This strategy recognizes that while
preventing all cyber attacks may be impractical,
mitigating risks and protecting access points through
coordinated efforts and advanced infrastructure is
both achievable and essential.

The study talks about the causes and effects of
cyber risks and evaluates preventive measures to
mitigate these risks. It underscores the importance
of a comprehensive framework to address the
unique challenges faced by banks, corporates and
individuals in a rapidly evolving digital ecosystem.

Research Objectives

e To identify the important causes of cyber risks
affecting banks.

e To assess the effects of cyber risks on financial
stability, reputation and financial security of the
banks.

e To propose preventive measures leveraging
a 360-degree approach for enhanced fraud
detection and prevention.

Review of Literature

The study by Roy, N., & P., S. (2024), underscored
the dynamic and multifaceted nature of cyber fraud
in the banking sector, highlighting gaps in existing
reactive frameworks. The studies emphasize the
need for robust fraud detection, assessment and
prevention mechanisms, pointing towards machine
learning and self-organizing maps as pivotal tools
for real-time and dynamic fraud management. Prior
research identifies Early Warning System (EWS) as
critical for proactive fraud interventions, advocating
a shift from generic approaches to tailored, event-
specific measures. This literature establishes the
foundation for integrating advanced technologies
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with innovative methodologies to bolster the banking
sector’s resilience against cyber threats. Roy and
Prabhakaran (2022) explored internal-led cyber frauds
in Indian banks, focusing on identifying, classifying
and correlating frauds with their drivers to develop
an effective mitigation framework. Through a detailed
literature review, discussions with experts and
machine learning-based techniques like k-nearest
neighbor (K-NN), they prioritized and predicted cyber
fraud trends. The study emphasized mapping frauds
to their root causes to devise resource-specific
prevention strategies, proposing a conceptual
framework for timely detection and mitigation.
This work aligns with Indian regulatory initiatives,
enhancing the resilience and reputation of the banking
sector by fostering cost-effective and efficient fraud
prevention mechanisms. Natesan (2024) emphasized
the critical need for preventive strategies in combating
cyber fraud in the banking sector amidst rising digital
threats. The study highlighted key measures such as
education, awareness, multi-factor authentication,
encryption, anomaly detection and collaboration
between banks, law enforcement and cyber security
organizations. Strengthened regulatory frameworks
and strict penalties were also identified as essential
for promoting cyber security and deterring fraudsters.
These strategies aim to safeguard customer assets
and uphold the integrity of the banking system.
Btoush et al. (2023) conducted a systematic review
of 181 studies on credit card cyber fraud detection,
highlighting the limitations of conventional techniques
and the growing relevance of machine learning and
deep learning approaches. The review identifies key
methods, challenges and research gaps, offering
guidance for future innovations to enhance fraud
detection in the banking sector. Tariq et al. (2024)
explored the role of cyber security in fraud prevention
within Jordanian commercial banks, utilizing the
cyber security framework by National Institute of
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Standards and Technology (NIST). Their study
revealed the critical influence of the “detect” function
and emphasized Multi-Factor Authentication (MFA)
and biometric systems as key measures to enhance
protection against unauthorized access and fraud.
Dzomira et al. (2017) developed a conceptual model
for cyber-banking fraud risk mitigation, emphasizing
key participants like victims, fraudsters, banks and
environmental factors. The study integrated these
elements to propose a comprehensive framework,
offering financial institutions a structured approach to
understand and manage cyber fraud risks effectively.

Research Methodology

This research utilizes secondary data to explore the
360-degree approach to cyber risk management as
a strategic tool for advanced fraud detection and
prevention in the banking sector. Data sources include
scholarly articles, industry reports, case studies
and relevant literature that studies the causes and
consequences of cyber risks, as well as preventive
measures implemented by banks, corporates and
individuals. The methodology focuses on analyzing
existing frameworks and synthesizing insights
from previous studies to develop a comprehensive
understanding of the subject. By analysing qualitative
information, this study identifies key enablers like
machine learning and regulatory compliance and
evaluates their effectiveness in mitigating cyber
threats. This approach ensures a robust foundation
for addressing the challenges of evolving digital
ecosystem, thereby, providing actionable strategies
for stakeholders to enhance cyber security resilience.

Causes of Cyber Risks affecting Banks

In the digital age, the increasing dependence on
technology has brought unparalleled efficiency
and convenience. However, this reliance has also
introduced significant cyber risks, threatening banks,
corporates and individuals alike. Understanding the
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root causes of these risks is essential for devising
robust strategies to mitigate their impact and ensure
a secure digital environment. The objective of this
study is to explore these causes comprehensively,
shedding light on the vulnerabilities and triggers that
lead to cyber threats.

Causes affecting banks: The fraudulent practices
are the most challenging part in this digitalization era.
These problems are common to the banking sector,
where the business has become more complex with
the recent trends and developments in information
and communication technology, which has changed
the basic nature of banking and financial frauds
requiring advanced prevention measures, (Emad
Tariq et al. 2024). Banks, being custodians of sensitive
financial and personal data, are prime targets for
cyber criminals. The causes of cyber risks in banking
often stem from outdated or inadequately secured IT
infrastructure, which fail to keep pace with evolving
cyber attack methods. Nowadays, the financial
losses in the banking sector is huge across the globe
both in terms of preventing from the cyber attacks
and on development of system, so that such attacks
need to be prevented in the future (Parthiban, L., &
Manor, P. 2014). Sophisticated malware, ransomware
and phishing attacks exploit these vulnerabilities to
breach systems. Additionally, human error, such as
employees falling victim to phishing scams or failing
to follow security protocols, plays a significant role.
The shift to online banking and mobile applications
has further expanded the attack surface, making it
imperative for banks to address gaps in cyber security
awareness and investment.

Cyber risks are also amplified by global factors such
as the proliferation of advanced hacking tools, often
available on the dark web and the growing complexity
of cyber attacks orchestrated by organized crime
groups or state-sponsored entities. Regulatory gaps
and inconsistent implementation of cyber security
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frameworks across regions and sectors further
compounded the issue. As cyber threats evolve,
they exploit not just technical vulnerabilities but also
psychological ones, leveraging fear, urgency and
trust to manipulate victims into compromising their
own security.

By identifying these causes, the study aims to explore
the cyber risk landscape, providing actionable
insights for stakeholders to strengthen their defenses
and foster a more secure digital ecosystem.

Assessing the effects of Cyber risks on
Financial Stability, Reputation and Individual
security of the Banks

The modern business world driven by innovations
in digital technologies, which offer numerous
opportunities for growth and convenience. However,
these advancements also increase the risk of falling
victim to cyber-frauds. Financial frauds and crimes
are becoming more complex and sophisticated day
by day, which attracts new technological and social
tactics. As a result, existing risks, particularly fraud,
have surged significantly. Despite extensive efforts
to combat fraudulent activities, fraud in its various
forms continues to persist and is escalating in both
frequency and scale (Menezes, A. 2024). The pervasive
threat of cyber risks has profound implications that
extend beyond the immediate breach of systems
or theft of data. It has the potential to destabilize
financial institutions, tarnish corporate reputations
and compromise the personal security of individuals.
This objective seeks to analyze these effects in detail,
offering a comprehensive understanding of their
ramifications and the interconnectedness of their
impacts.

e Effects of Cyber risks on financial stability
Cyber risks pose a severe threat to the financial
stability of banks. For financial institutions, data
breaches and cyber attacks such as ransomware
can disrupt operations, leading to direct
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monetary losses and eroding customer trust.
The theft of funds or fraudulent transactions can
result in significant financial liabilities and legal
penalties. On a macroeconomic level, large-
scale cyber incidents can undermine investor
confidence, disrupt financial markets and
impede economic growth. For corporates, cyber
risks translate into substantial recovery costs,
business interruptions and potential legal actions
stemming from regulatory non-compliance.
These financial shocks can cascade across
supply chains, impacting smaller entities, which
are reliant on larger organizations.

Effects of Cyber risks on the banks’ reputation
The reputational impact of cyber fraud often
exceeds the immediate financial losses, posing
a serious threat to banks. A single data breach
or security lapse can significantly damage a
bank’s public image, leading to a decline in
customer trust and loyalty. High-profile cyber
incidents frequently attract widespread media
attention, intensifying scrutiny and exacerbating
reputational harm.

For businesses handling sensitive data—
particularly in finance—maintaining a secure
and trustworthy image is crucial. Despite the
availability of advanced security technologies,
cyber fraud remains a growing challenge,
especially in cross-border transactions (Tan, H.
2002). A failure to safeguard customer data and
prevent fraud not only disrupts current operations
but also deters potential customers, investors
and business partners, ultimately hindering long-
term growth. Additionally, reputational damage
creates a ripple effect, allowing competitors to
gain an advantage while the affected institution
struggles to rebuild its credibility.

Concerns about large-scale cyber attacks on
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banks have escalated, particularly after hackers
successfully stole $81 million from Bangladesh’s
Central Bank in February 2016. Shortly afterward,
Russian Central Bank officials disclosed that
hackers had stolen over $31 million (2 billion
rubles at the time) from both the central and
commercial banks. Such incidents highlighted
the widespread nature of cyber crime in the
banking sector, where malicious activities—
including data breaches and phishing attacks—
pose ongoing risks. These threats not only
compromise sensitive information and cause
financial losses but also undermine the trust and
confidence that financial institutions depend on
for success.

Furthermore, in many cases, customers
may mistakenly believe that the bank or its
employees are complicit in fraudulent activities,
further damaging the institution’s reputation.
This misperception often stems from a lack
of awareness about the complexities of cyber
threats and how such attacks occur.

Tomitigate reputationalrisks, financial institutions
must effectively communicate their cyber security
efforts, reassuring customers and stakeholders
about the measures taken to protect their data
and transactions. By demonstrating transparency
and a strong commitment to security, banks can
help rebuild trust and reinforce their position as
reliable financial entities.

Effects of Cyber Risks on the Financial
Security of Banks:

In the digital age, financial security have become
a primary concern for banks and financial
institutions.

Hackers often target critical banking
infrastructure, aiming to exploit system

vulnerabilities and gain unauthorized access
to customer accounts. Such breaches not only
result in financial losses but also expose banks
to regulatory penalties and legal liabilities.

Moreover, cyber risks can erode customer
confidence, leading to reduced trust in digital
banking services. Fear of potential fraud may
discourage individuals from using online
platforms, pushing them toward traditional
banking methods or alternative financial
solutions. As financial crimes become more
sophisticated, banks must continuously enhance
their cyber security frameworks, invest in
advanced security technologies and implement
robust risk management strategies to safeguard
their operations and customer assets.

Ultimately, mitigating cyber risks is essential to
preserve the financial integrity of banks, ensuring
seamless banking operations and maintaining
public trust in the digital financial ecosystem.

e Interconnected effects across sectors: The
consequences of cyber risks are rarely confined
to a single domain. A cyber attack targeting a
major financial institution can ripple through
the economy, affecting businesses and bank’s
customers dependent on its services. Similarly,
the erosion of trust in one sector can influence
perceptions in others, creating a generalized
fear of digital transactions or platforms. This
interconnectedness underscores the importance
of assessing and addressing the effects of cyber
risks holistically.

By exploring these effects, this study seeks to
underscore the critical importance of robust cyber
security measures and their role in safeguarding
financial system and individuals from the cascading
impacts of cyber threats.
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The Concept of 360-Degree Cyber Risk
Management approach

In an era where technological advancements like
cloud technologies, Internet of Things (loT) devices
and endpoint integration drive efficiency, convenience
and productivity, cyber risks
proportionally. The paradox of technology and cyber
security progressing inversely reveals a tradeoff that
businesses must navigate carefully. While innovation
fosters growth, it also introduces vulnerabilities that
threaten asset security. Thus, organizations must
adopt a proactive and comprehensive approach to
cyber security, embracing the concept of 360-degree
protection to safeguard their operations from ever-
evolving cyber threats.

security grow

The 360-degree cyber risk management approach
embodies a holistic methodology that addresses
risks from every conceivable angle, ensuring both
digital and physical assets are secure. This approach
surpasses traditional data encryption and firewalls,
emphasizing physical surveillance, employee
training and proactive measures. By integrating this
framework, businesses can mitigate vulnerabilities,
detect threats and respond efficiently to incidents,
fostering resilience against cyber attacks.

The Four Pillars of 360-Degree Cyber Risk
Management approach

Prevention: As discussed, the cyber frauds and
crimes have affected different industries, individuals
and especially the banking sector. It has been
witnessed different forms of cyber frauds like ATM
frauds, Phishing, Denial of Service, ldentity theft
(Parthiban, L., & Manor, P. 2014). Prevention forms
the cornerstone of 360-degree protection by actively
monitoring systems and networks to detect and
eliminates suspicious activities. Regular audits
process, patch management and stringent access
controls are essential to minimize vulnerabilities and
pre-empt breaches.
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Detection: Timely identification and detection
of threats is critical. The conventional anomaly
detection and rule-based techniques are two of the
most popular utilized approaches for detecting cyber
frauds, however, they are the time-consuming and
resource-intensive approaches (Eyad Btoush et
al. 2023). Identification of theft significantly impacts
perceived security and trust in e-commerce business,
leading to decreased consumer acceptance of new
products and services provided by such businesses
(K. I. 2013). Identifying the cyber fraud is an important
aspect of fraud detection. Detecting fraud risks
at an early stage can results investor protection,
enhance investment returns, prevent costly legal
battles and promote efficient operation (Menezes,
A. 2024). Implementing robust backup solutions and
data encryption helps ensure business continuity
while safeguarding sensitive data. Early detection
mechanisms enable swift responses, reducing the
potential impact of cyber attacks.

Response: Organizations must develop and test
incident response plans to react efficiently to security
breaches. By coordinating efforts across teams and
leveraging real-time intelligence, businesses can
contain threats and minimize disruption.

Recovery: Recovery focuses on restoring operations
post-incident. Regularly updating backups and
streamlining recovery protocols ensure minimal
downtime, enabling organizations to
operations without compromising data integrity.

resume

Benefits of a 360-Degree Cyber Risk

Management approach

A 360-degree cyber risk management approach
offers a comprehensive and proactive strategy for
safeguarding bank’s organizational assets from
cyber threats. One of the important components
of this approach is risk assessment,
involves conducting regular evaluations to identify
vulnerabilities and assess the potential threats facing

which
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an organization. This helps prioritize which risks need
immediate attention and which can be managed over
time, ensuring that resources are allocated efficiently
to mitigate the most critical risks.

Network security is another crucial element of a
robust cyber risk management strategy. This involves
the proper implementation of various cyber security
measures such as installation of firewalls, intrusion
detection system and other tools to protect the network
infrastructure from unauthorized access and malicious
cyber attacks. By fortifying the network perimeter,
organizations can reduce the likelihood of cyber
intrusions that might compromise sensitive information.

The Access control procedure plays an important
role in ensuring that only authorized personnel
can access the systems and relevant data. This
requires the enforcement of strict access policies,
including multi-factor authentication system and
role-based access control management, to eliminate
the risk of unauthorized access or data breaches.
Proper access management ensures that sensitive
information remains protected and only permitted to
the employees who needs it for their roles.

Maintaining compliance with cyber security
regulations and standards is essential to reduce
the legal and reputational risks. Organizations
must adhere to industry-specific regulations such
as General Data Protection Regulation (GDPR) or
Health Insurance Portability and Accountability Act
(HIPA) to ensure that they are meeting the necessary
security standards and protecting their stakeholders
interest. Non-compliance of such regulations can
result in fines, legal consequences and damage to an
organization’s reputation. Therefore, the adherence
to cyber security regulations are very crucial for risk
management.

Vendor assessment is also an important aspect
of cyber risk management process. As banks are
increasingly relying on third-party vendors for
various utilities services, it is essential to assess their
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security practices to ensure they meet the same
cyber security standards as the bank itself maintain.
Regular vendor security reviews help ensure that
third-party relationships do not introduce additional
vulnerabilities into the organization’s security
ecosystem.

Finally, a communication plan is necessary to foster
cyber security awareness among employees and
stakeholders. Educating staff about the organization’s
cyber security protocols and their individual roles
in threat prevention is vital. Clear communication
ensures that everyone is aware of potential risks and
knows how to respond appropriately in the case of
a cyber incident, thus, creating a more vigilant and
informed workforce.

By implementing these measures, businesses
can achieve robust security, ensuring operational
continuity and safeguarding their reputation. The
360-degree approach to cyber risk management is
an indispensable strategy for modern businesses.
By addressing vulnerabilities at every level, fostering
collaboration and prioritizing prevention and recovery,
organizations can create a resilient cyber security
framework. While eliminating cyber threats entirely
may be impractical, mitigating risks and safeguarding
assets comprehensively ensures continuity and trust
in an increasingly digital world.

Proposing Preventive Measures leveraging
a 360-degree approach for Enhanced Fraud
Detection and Prevention

The increasing complexity and sophistication of cyber
risks necessitate a proactive and comprehensive
strategy to counteract them. This objective focuses
on proposing preventive measures grounded in a
360-degree approach to enhance fraud detection
and prevention across all levels in banking industry. A
360-degree approach emphasizes holistic coverage,
integrating  technological, organizational and
individual-level measures to create a robust cyber
security framework.
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e Building technological resilience: Technology

serves as the foundation of effective
fraud detection and prevention systems.
A comprehensive  360-degree  approach

encourages the use of various emerging tools
such as Artificial Intelligence (Al) and Machine
Learning (ML) algorithms to identify anomalies,
detect suspicious patterns and predict potential
fraud. Real-time monitoring of systems through
platforms like ‘Security Information and Event
Management (SIEM)’ ensures prompt detection
and mitigation of threats.

In addition to that, implementing efficient and
high standard security measures such as multi-
factor authentication, encryption protocols
and regular updates to software and systems
addresses vulnerabilities effectively. Integrating
blockchain technology for secure transactions
and immutable records further strengthens
fraud prevention mechanisms, ensuring higher
transparency and security in operations.

Practical steps for Implementation

Cyber security assessment: Conducting a
thorough cyber security assessment is the first
step towards building resilience. This step involves
identifying potential threats and vulnerabilities,
enabling organizations to develop targeted mitigation
strategies. Regular assessments enhance the overall
security posture and equip businesses to tackle
emerging risks proactively.

Security Infrastructure: Adopting a borderless
infrastructure model ensures seamless management
of assets across diverse environment. Using
advanced visibility and monitoring tools, organizations
can identify and address even the most hidden
vulnerabilities. A resilient infrastructure forms the
core of effective fraud prevention.

Employee Training: An informed workforce acts
as a critical line of defense against cyber threats.
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Regular training sessions should focus on educating
employees about recognizing phishing scams, social
engineering tactics and other fraudulent activities.
Awareness and among employees
significantly reduce the likelihood of successful
attacks.

vigilance

By integrating these technological and strategic
measures, the banks can enhance their resilience
against cyber frauds and threats while maintaining a
secure operational environment.

e Strengthening organizational practices: For
organizations, a 360-degree approach involves
embedding cyber security into their culture and
processes. This includes implementing strong
governance frameworks, regular risk assessments
and compliance with global cyber security
standards such as ISO 27001. Establishing clear
protocols for incident response, recovery and
reporting ensures that cyber risks are managed
effectively. Continuous employee training and
awareness programs are crucial for minimizing
human Regular
penetration testing and vulnerability assessments
helps to identify and address potential weaknesses
before they can be exploited.

error and insider threats.

e Empowering individuals with awareness:
At the individual level, a 360-degree approach
prioritizes education and awareness as key
pillars of fraud prevention. This
creating awareness among the users on safe
digital practices, such as creating strong,
unique passwords & credentials, recognizing
phishing attempts and avoiding suspicious
links. Educating banking customers and bank
employees about cyber fraud risks, implementing
multi-factor authentication system,
encryption techniques and employing anomaly
detection algorithms are some of the preventive
measures (Natesan, G. 2024). Individuals must

includes

utilizing
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be encouraged to use security tools like anti-
virus software and personal firewalls. Public
awareness campaigns and workshops can play
a vital role in disseminating information about
emerging threats and preventive measures,
empowering individuals to protect themselves in
the digital ecosystem.

e Promoting collaboration and information
sharing: A comprehensive approach to fraud
prevention also requires fostering collaboration
between stakeholders, including Governments,
financial institutions,
security firms. Sharing information about threats,
vulnerabilities and attack methodologies through
platforms such as industry consortiums and
Government
preparedness. Public-private partnerships can
facilitate the development of advanced cyber
security technologies and policies, creating a
unified front against cyber threats.

corporates and cyber

initiatives enhances collective

e Continuous improvement through analytics
and feedback: A dynamic and adaptive
approach is essential in the rapidly evolving
cyber risk landscape. By implementing data
analytics, the banking organizations can gain
deeper insights into fraud detection trends and
refine their preventive strategies. Feedback
loops from past incidents and simulations can
help in continuously updating and improving
cyber security measures. This iterative process
ensures that preventive frameworks
effective against emerging threats.

remain

By proposing preventive measures through a
360-degree approach, this study aims to establish a
multi-layered defense mechanism that addresses the
vulnerabilities of banks. Such a holistic framework
not only enhances fraud detection and prevention
but also builds resilience against the ever-evolving
challenges of the cyber domain.
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Regulatory Compliance and 360-degree
Cyber Risk Management

Regulatory compliance is an important concern for
banking organizations in India, whether they are
private or public sector banks. Due to the rapid
growth of the digital economy and increasing reliance
on technology, India has witnessed a significant rise
in cyber attacks and data breaches in recent years.
Such incidents not only jeopardize the financial health
of organizations but also tarnish their reputation in
the highly competitive Indian market.

Indian organizations are also subject to strict legal
frameworks such as the Information Technology (IT)
Act, 2000, the Digital Personal Data Protection Act,
2023 (DPDP Act) and industry-specific regulations
such as RBI guidelines. Non-compliance with these
laws can result in heavy penalties, legal disputes and
loss of trust among stakeholders.

Moreover, India’s vibrant startup ecosystem and the
growing number of Small and Medium Enterprises
(SMEs) make it even more critical to prioritize data
protection and cyber security measures. A robust
360-degree protection strategy ensures compliance
with Indian regulations and safeguards sensitive
data from unauthorized access, breaches and cyber
threats.

Given the increasing adoption of digital payments,
cloud computing and e-governance initiatives in
India, implementing comprehensive cyber security
measures is no longer a luxury but a necessity.
Organizations must proactively adopt a holistic
security approach to protect their operations,
customers and stakeholders in the dynamic and
challenging Indian business environment.

Challenges and Solutions
360-degree = Cyber Risk
approach

in achieving
Management

Many organizations perceive cyber security protection
as an expensive endeavour. While there are low-
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budget security solutions available, compromising on
the quality of security for valuable company data is
not advisable. Fortunately, achieving comprehensive
360-degree protection is both cost-effective and
worth every investment.

Keeping pace with evolving cyber security trends
poses a significant challenge for business leaders.
Regularly monitoring industry updates and news is
essential to maintain robust cyber security. However,
many organizations mistakenly believe their current
security measures are infallible. This false sense of
security often arises in the absence of immediate
threats. Unfortunately, cyber attacks can occur
unexpectedly, making it crucial for businesses
to continuously upgrade their security protocols.
Implementing 360-degree protection is strongly
recommended to address these challenges.

Organizational approach to 360-Degree Risk
Management

The success of any cyber security program depends
heavily on the collective efforts of the organization’s
team. While advanced digital systems play a pivotal
role in threat detection and prevention, achieving
comprehensive cyber security requires active
participation from all team members.

For effective 360-degree cyber security, businesses
must clearly define responsibilities, roles and
communication channels within their teams to
enforce necessary protocols. However, organizing
these elements can be particularly challenging for
large corporations with complex corporate structures
and multiple branches. To address this, the formation
of a robust cyber security framework is an essential
first step.

By establishing a well-structured cyber security
strategy and fostering collaboration across teams,
organizations can create a resilient defense system
capable of mitigating risks and ensuring regulatory
compliance.
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Conclusion

In an era of digital transformation, cyber threats
demand a proactive and multi-faceted response.
This study emphasizes the necessity of a 360-degree
cyber risk management approach for robust fraud
detection and prevention, particularly, in the banking
sector. By integrating technological innovations like
machine learning, encryption and real-time monitoring
with organizational and individual preparedness, this
strategy ensures a holistic defense against cyber
risks. Regular risk assessments, compliance with
regulatory frameworks and collaboration across
stakeholders are vital in addressing vulnerabilities.
Furthermore, continuous workforce education and
vendor evaluations strengthen systemic resilience.

The suggestions from this article include prioritizing
investments in adaptive technologies and fostering
public-private partnerships to enhance information
sharing and collective preparedness. Promoting digital
literacy among customers and emphasizing cyber
security at organizational and policy levels can mitigate
risks more effectively. Embracing this comprehensive
approach enables organizations to stay ahead of
evolving threats, ensuring operational
safeguarding reputations and fostering trust among
stakeholders in a dynamic digital ecosystem.

continuity,

References

Roy, N., and P., S. (2024). Proactive cyber fraud
response: acomprehensive framework from detection
to mitigation in banks. Digital Policy, Regulation and
Governance. https://doi.org/10.1108/dprg-02-2024-
0029.

Roy, N., and Prabhakaran, S. (2022). Internal-led
cyber frauds in Indian banks: an effective machine
learning-based defense system to fraud detection,
prioritization and prevention. Aslib Journal of
Information Management, 75, 246-296. https://doi.
org/10.1108/ajim-11-2021-0339.

January - March, 2025 47



Natesan, G. (2024). Prevention of Cyber Frauds in
the Banking Sector. International Scientific Journal
of Engineering and Management. https://doi.

org/10.55041/isjem01341.

Eyad Btoush et al. (2023). A systematic review
of literature on credit card cyber fraud detection
using machine and deep learning. Peerd-Computer
Science, 9. https://doi.org/10.7717/peerj-cs.1278.

Emad Tariq et al. (2024).

influences fraud prevention: An empirical study on

How cybersecurity

Jordanian commercial banks. International Journal of
Data and Network Science. https://doi.org/10.5267/j.
ijdns.2023.10.016.

Shewangu Dzomira et al. (2017). Cyber-banking
fraud risk mitigation conceptual model. Banks and
Bank Systems, 10.

L. Parthiban et al. (2014). The effect of cybercrime on
a Bank’s finances.

Tan, H. (2002). E-Fraud: Current Trends and
International Developments. Journal of Financial
Crime, 9, 347-354. https://doi.org/10.1108/
EB026034.

K. 1 (2013). The Impact of Identity Theft on Perceived
Security and Trusting E-Commerce.

Menezes, A. (2024). A Postmortem of Financial
Frauds: The 5S Approach. Economic Affairs. https://
doi.org/10.46852/0424-2513.3.2024.29.

https://www.thehindu.com/data/cyber-fraud-
in-banking-transactions-surges-in-fy24-data/
article68813626.ece

BANK QUEST THEMES

The themes for “Bank Quest” are identified as:

1. April - June, 2025: Net Zero Banking

and Inclusion Management, HR Audit

Sub-themes: Responsible Banking, Green Finance, Green Bonds, Transition to Green Financing
2. July - September, 2025: Strategic HRM Initiatives for Banks

Sub-themes: Talent Management, Succession Planning, Employee Engagement Strategy, Diversity

3. October - December, 2025: Emerging Technologies in Banking

Sub-themes: Applications of Generative Artificial Intelligence (Al), Ethical Al, Fraud Detection and
Creating Early Warning Signals, Technologies for Project Appraisal and Credit Appraisal

4. January - March, 2026: New Avenues of Payments Systems
Sub-themes: UPI, ULI, CBDC- Challenges, Opportunities and Prospects, Cyber Security

5. April - June, 2026: Financial Inclusion - The Next Phase

48 January - March, 2025

The Journal of Indian Institute of Banking & Finance



Sad 3T fawr:

= W W ATHS*

Sl U

Fod 3K oy & A e @, dfed aer |
it BER T g F [H oft §) e &
o9 T ¥ TR o9d N 2, forgent 31 ¢ &
H 3TN & faIU 49 37T @1 Siefeh 9T, 39
Iuiie & iy femar Stran @ for gud o | gfg Anh
T FaeT & o | gig Bl e R S 9
# TR Y FEEql & Gedl €, S AU
fefedli, steueniersn 3N defmiioes @edl & fou
U9 o= Afosd % 3UAT % AU 9 ster wEn
e Sl & dedl B A H 7Gg B G 2|
faiia e T Ao & fu e T-37eT el
W@ @, I8 foare & g gaie s e a1 @l
w0 H A Gl aREr Sfted & e
eI T &1 Gehar 21 fori wied fuiita e
I S ) Wreleh ST S S ) o7 faig
el ok UgeR hl fau & o 81 98 39 ol &
IFTAM A H Weg Il € foh 31T o s 9§
T HEAT TR &, S A T & TRl € 59 Al
N Y T ®9 ¥ g e 2l

Frrafd &9 F e w1 3K gwa & T St
Tk 9 g9 URT &1 o9 HA1 07 & qoh
Tge | g X e ¢ W ol # we, o
TRET W HA H G § uh Ay #ew 2
I ford W fEor Tan & foru, e e 8ik
oot 3 Fr e 91 g A ¥ T
Yeeferd oo SMed foehiid Al METAH

S Uedeh & foTu 3TN 8, Eifeh ged 39 ey
& T@ faam 7 W € S R @ off T W
3T Tt foreitar <182l bt W et H Hag T Hehll
2| Fell-Tell, T2 T AT Hisd Al @ b 31
T % fore 4 Fel § o T 21 Af, oTT @
3R ST ST W SR STeTeht oA T Tehe! 2|
3T 379 A} o TR W 3TYH G ol 37T TE
Y wrefehe 3, s @it # sl e, e
3 1 T @M, STER & 14, 999 S 3
T 999 F1 Hhael H TH 2

e 3T FaT aFT € uh ey fori e @
Ul H1aeh €| ST Ueh Y&l STiet 3R STcqhfersh
A FI U T P TH A0 TGH FA S,
Steifer e & 3= <elepiferen Red &t amar &t
2 ot ' defwfae fodig @t @ W w §
g & Gahdl | rciites, Fow & § 49 @9 @
SifigH off AT 21 TS ST F I HIE 3N
ThEH 8 3R 8 T o EieHl FEeq @ S
) foxitg ferfq it @edi & fow e e @1
3 Teh 3=l e U foefaa gfesivr fSad s
AR o a9 et &1, o7 | gfg e, foxig
G § T R o e B W
feTT Tk 3 MR TeM HA | Heg T Gehell 2|
T e 3 e owi @ ¥ A o
AT § = 2N o, AAfehd daer ofie aRged
TUT gL oo o {791 & 3RO o 39 STTRON

e e e, W o i e

The Journal of Indian Institute of Banking & Finance

January - March, 2025 49



I Fe fn 21 37 qLERt aeeal Tee ST S
T T ST e e €, fRY o gu 0 B e
¥ SR Hd 2| 56 Tl Seed & WY, oAt
3el Frafd &9 § oo e S sty s
¥ gew g1 Aifehe, AE SO B 376 SN Ta
W T €, e e S g 39 | el
Te STl 21 U qHE H S S §eh @ 39
grefy s @ ffted fed o aR #9 @ @ 8,
YT = hl Wa & HoF Sl FAT T & fau
TErEhifa fe oy aiffd e Y trevaehar 2
wreiifeh, 3T TR ufersy & farig @ied off €, foraes
feTe Rt 7T ST % Hed T g & [T
oo § gfg &1 sfevenal gl 2|

Sod S 3

fercrar qeen iRk Isooer wferey gffyer e & fog

eI 3T F1O Sl 37X I GHSET STEYI ¢

eiieh QT ST | e T e @1 wedi-

el Th-qm % foTT STANT fopan STt &, A e

S TG Feea Ul ¢ o 9% T Sgd STerT 71 Sreid

3R e g & SR for & WecgHl e €,

AR T STeal W AT Qeleplicren fomitg e

% folU g I TGX FA T TH e T 2|

e 3 FrarT ST € fendlt safert 3 saferaeTe e

AT % fore Heey )

- T H 1 3 7 3 T Tl ¥ TR
HAT TqMP ST 88 Gl IRl & O T8
SUTH J1 T THHI e HH g 1 SirEd ot
*Y 2

forarer § Sfigd 7, At 3= Rad &Y Swra
F 2|

YT STHAR W ol 37afy & e fpar ST
1 fordlt A Yarfgfa & &g & o)

50 January - March, 2025

Sod FAT 8 ?

78 @ T € R mE aegell f wlieerd ik
TR feafer 1 3 foTu s &t STt 21 s
sHfrTa ford @1 U e fewwn @ forad wfosy
¥ I & foau 1 o & it 81 gt
Tecl A S=d w9 & off T W R H & @l
STt o, o7t s Wi A1 ST THIOTOA T SYART
foma ST Wbl 2 ST 99T & | SATST SAfld sl
2| STl 3TeqehIfereh ferciia eiedl &bl QU i o foh
P AT Toie TG, YA W ST AT ST
et & fou e Y T & fag i S
3| Frafid &9 ¥ 99 oTelT TEE, oY UH UW
$I ST Thal @ Sff ST BT gug § Foe #
Hee Y Gohdl | = STHAR W HH Sifgd W&t
2, foraent ol 2 fop et e gefera 2, aifer Tt
ST gt Wt 9 21 STHAR T 9 Bl HT Teh
¥ a1 IGY FHH H A T ST ¢l HH A
& fau TEd @Fa ot 98 9= | a1 S e {6
el ¥ i YIS all, ¥ o fAU AT F=4a
2 3R e ¥ S gre/SifEw a4 2|

Oq & U AT faus

T % FE A & SN fF YR TR %
feru fercar geam et weM T, TeR) ik o=
AP el & T e YeH B 3K
THIHE 4 R &A1 S8 SAardeneid MR
fmfor fRam ST gehar @1 59 JhEE 1 oA
Sifigq 2T © i det | @ T S e A
T qh A TR g W @1 eretiien, faeR
T T o | T A off €, S R Sifed W
frarett @ weiferd 3o R @ <[ ST ol a7ay
# Sedl JEhid & SR g9 f HA e @i
el 2| Ielifeh s o) ot faeia Qs a1
TeEqU e €, afh fd frelee & fe ww

The Journal of Indian Institute of Banking & Finance



Hfera gfteehor i e & o 38 fan & e
w07, S YAt @rdil a1 A S § e @

T 2.00% T 7.00% & 9 8, AT IS ARS
RS I FEfET 4 ¥ 0.50% e AfaRed

Y SIS STeEE 31 A8 Sy @ Afend
3o A9 S arell uREufadl § Faw 7w W
T ANTA I &I 9 2

J9q & T

T W, & e W dEr fEr s a9 i
S Tfsrar § ST TR Y Wb 81 qE 3R,
T FaYTERl 1 98 T & ST @ 6 o shaet 39
fee &1 a9 Y Sl 39 I 3T STIdehTelA
¥ 1 3T B oG o Sl gl (S 3
Frerer sige o7er @ oI guent 39 gfie ¥ @1 S
T GHSHT EYTH 2| TG IRUTH I & Gehell
2 fF o1 FavT® % &Y A 31 Swherdr ai |
e ®9 F, it 3R e AT Hifgw qou T
& S forita Wl & &9 § Wehe 2T 21) e, S
THIO] U, 3! STHT T Teqra el Grafer S ofife
B TAF IR ¢ R ST oo & Iewd
& foru foman s 2

od Wrdl

SO @l Yoy ggele g arEl § 9w 2 S
9T | TS seh g WM ST & [T IueTed
foram ST 21 @ YRS 19 ST & e © 31T
ST T TTT ¥ § TS 1 e 2| favaeeE,
I WA K, A T IR S 3 Frehrt
W g THT T8l 8 P PR 98 Fod TEGET STH
foeredl § § U 2| WKAIT Sl g HE THK &
d% @A 3T HUC S 7, (571 F s=a @
ol S A @il § § T 7, Stef At 4 St
L Ghd 2§ 3T 38 IS B Ghd 21 A @
W@ﬁwmﬁ%m@g’{r&mww
HLA B

1S &0 WeH sl ST 21 5 O &9 e i sdeh
o R €, ofd: 9% 3ifueh GiRE €1 U e
g € @ uRe ffa X =1 Sa aR
¥ EARa B A1 e & fau 3= aiadn
e T 2, I @ @I o 3 d H
G @I Dl WA STHT & G Slie <l gfawn off
21 e @Il YRl Bl AR A a1 b
frrentel o fore wiiew o Sfee e we foh ST |,
T & T8 STArThdie Wl R, TIEUHRA (T
FoiaRI-eh AR 37X, ANISNTY (AKifash TRy
T FUaM), STETHIITY (Tehle 7 §a), 2
AR, e AR A1 SIET § ST R siae
T 1 gl off 2 2

I8 ITEHAIS e ST, Hiegd s,
THUATY STt 3 & e § 39 S @I
Teferd & § G Sl g1 ST @ S arelt
TR W IS A1 T 8 S, Aot @I eaht
1 A a9 SETIHAR T Hl
BT 21 eI @il S 3R 3T I8 2fee I W
ffi g2 ot gl wem e 31 59 W A
Il ¥ g sATS] YU foeheq AT ST Fehdl
3 - wifges, Jafaw, or-afie i affes| a=a
@ HE THR & o Ghd ©, G e 3 3T
e AW ot U @ W & e R gfawmd
f 1eH # 3, S FEf| g9d @, SN sed
77 oy ATy de feuifsie e, afits Amie
SO @A, Afge ded @rdr,gee el S99,
fefSeet s @ran, 9= @rdr, ikaies s=d @l

It T (IMTEY)

TOd @A W G AEhl Dl § ST el 1]
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78 gt el § IUcTe €, URIT e T SfeuTaty
YA % U TG ITANT B 71 TR A FH
TRT § ot S B P diedifed Al ¢ a8 SUH
3 a9 W IRuaq 9 % T Mfea | §
TS AN a1 81 290 FaeT W ufawet 4% ¥ 6%
yfer oS e WIS & Wehdl €, T WHT QAT U1: 6
T2 § 10 9 % & Ghdl 81 aaHE § IReRen
HSH Hl FEH ABMAA RO S STH Dl
THRTEN & A Q stk S firet W@ 8|

fafyea et @ (wrafy sn)

afy ST (TS dl F AU steumieis A
& T o SEM Y Tk =T WHF TR §, e
AT U Fifierd stafy & fAw, sTHaR 11 910
o ¥ forw, e e o W P 1 SR 2,
ST a1 I8 IRusd & St @ 3K 2§ Fyehrern s
Tl 2| 9 & [T Teh oy e S g
FE ST Ghd! 2| Fafy g=d @l 1 e Str
qo # = X atfuek At €, Afh T § Teet
Freprlt T & & A A S A fer S
e 21 g9 aifties Rad &t 2.5% § 7.5%
& T 2| T T T GIY THAE IUHT 7, T
U IRAT dht A el grafy SR § T 9
et afts FmRet &t 2, 5 3 e gefr
I B T a9 4§ 3tk eraf ot grafy s of
el § STt 2 e g AT Qerfaees et w1
ST @1

frm g & e S T (HE)

PN GaY ST e Qe SR & G0 &
UReTe & T ueha fopar ST 21 S a9y
o1 T 31k Bl @, SHTT oA &L sleh Thel
Y o F oIS s1ferek Bt @1 ST e aifuren Shfew
e T Gohd @, d IR ThHS! F FET T Fehd
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e @ 82

fraer § s= @l A o § sy Red @l
e A €, wehdfg st 3R A & HeEm
Y §HI o T MUkl T | gig i i v
A & T T 3R JaFgRT % T sreg @
R Gled S8 delepiiern faxiia e & w s
¥ Heg i o1 AW Y il 8| e & ghem
o 8 q SIRgH WHel a8 31K 39 o &l
FE A T 2 fp v e & Frel A s
St et fopan 8, a8 o arag frei gueh o e
@i # fafauar @ @ Sifew 7 w3 | Aeg
firet Wepell 81 T W Y AT 3N fa=T wehR
e & oz i S 1 asg seenpl 3
fraer o foru STemE 3R Jefenfa gfiwenio i
IR B €, T HRU FB AT & AT e
i STETAT AT STeal A HHH & 999 H | #
FTHL LA & AN & GHA ST AT ¥ehed
& G 21 SEU TR foh 3T wig ot g Frewr |
7 &g HeHl o @l ol I A oh [ T e
2 T 3T Sed @ faet, R SR R
1 T S 3T Gt STeqehiicreh STeavgehai3ii
QU B & g w3 o= |

fraer & sy

faet & s=q At qa | ot Rad &t gvre
A 2, T & T Aeleniicren foRig wed W
F Heg el ghdl 21 W Gdwifera & fafaediet
¥ Sifigq w9 & o 21 Faw & fqu aeR
faferT fraer T Sucted @1 Faer shfemt & g
T4 @, afs Sfu et Wiy it ffRe § few
& R @ & SR @ Wl §, STeurEry
B T afesn O erafyr @ fraer off shifem e &
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el &, FraeT § o 9 o 9 Y sTevEeRan
Bt 31 S § SEd A SifEw 2 21 5 i,
fraer & Sar @R 1 Sifed e 81 sufeT, g
AR O P T, S QS SieH S A 2
Ig STfEH 3T Iihiferar & fafadfiemn 4 3@ &
T FH o ST HehdT 2|

T HYIA "e

ST WA B AUEY & fAU ge &9 § &0
e S Wl aig, aftfsas o, 35K fad,
HIINE oS X 1= g1 SIeTR Fret # Faer e
21 3= STCUEf H[IBTA e hl AT HIA el
Sifgd € oM ardd FHawehl & e, 98 wey a
3feurafy e Gurerell § § U 21 39 FEY W
fewet 8% ¥ 11% " o W & Gehar & AR
TG T 6 HE ¥ 3 a9 a9 SqeiR W T U9
el 21 afg 21 i el & iR gfred g
2 o STcehiieieh FTeiet the W < TIET Il &,
dfer afs 3T Ifaw &I A auf 9 s g9
e @ © I Srsjeniiereh QST @M 0T T Sl
ST 21

Fforaet W %he i Safem faw

3T 3T SfEw &mar 3 e w9 1
w0 & fau faf= aReufa ot § s o
ferehed 3 T, =eferet the # FaeT &Y Wehd 21 U
fofar @l i STerT-steT Sifew U8 & fo
SUFE 21 3 IYCAET, 3T HeTet the H FawT
T & AU go glown iR G & fu T
e e ASHT a1 TEARE 1 ITART H
T 1 < e Al R AR ST

S SR ol T UTFEH SR S ST & - 377
T Fae FEf €9 9 999 S ©, afedh
w7 ¥ 9 off 71 Hafed e dsE
(TH3TEY) el afafdr & foru gafew 2, eretifen 31ee
fied T & fau g vEnT B oty & faw o
feman ST Hepdl 21 A 9% U U oY & A
fufasT = 3l 319 U 31ea Steuraty fawT =mea
g, Il ATsl-chy el the § wEeTEd Y Rawie
Sl 2 Hifr 9 9L HutE § o w2
S SSIK § oSt ¥ 9% §hd 21 FRe W ufawe
8% ¥ 15% Wi a9 W &1 Hehel €, 3= WAHhel &
fT 6 WEN @ 5 9 T T I M ] R
e il TWE, Sfad A He & Rad &l T
SFHIAR R Jeehifcrer YoiTe e Sl ST
FLH H ST 2

e i aRdE & fae fee w6 ik
3T Hufd &l FeH FH Tk U A all
o T 21 A AW gt G S &
ferT weh gl @ik fafay gfesion wem &
2| WRAE HgeTe e IANT il TIWH WE 2024
¥, 58.60 fifemm ak T IR =1 TR 3N
AT Y TR gfig 3 R[IRTet e i ABI Bl
Uit 21 WE 2024 T, T T HE IANT
T The 3feX Aot (TguA) S TRT 258,91,160
Fire 1 ferfe o frast awr , 81T ¥ T
¥ U ScoEd 95 T ©, S AR 2014, 210,11
fofer @ T BT AT SEd WE, 2024 I
358.91 fifea & % 21 fowet wiw af & foohrg
fordw &9 & Fewqel @ 1 7S 2019 ¥ AE 2024
T, I 1 TIUA AT T 3fyen, 325.94 fafers
¥ JeH 258.91 fifers & < @1 9% 99 fawR

A 2, el F =R hE ¥ fEw A &
fere TEeTRd Al AT o faria @edl &t 3iX
Tifeeh 9T =I5k 1 STANT T bt €1 A€ T
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A S H WA ekt grT oy T wiepf
3R fawrg @ qiar 21 eThel & AR &
A FA TUA H THARY I T i
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T & T &, T @ i Gl W 9.34 FS
& R @ 3K FrafRm e Tftn o 223,300 w
& I 2

R ff 38T X @5 Fecat us afae
21 7€ 2014 #, SN 1 TYUA TEeA AN 10 AT
FUE Y 9¢ T 3K THT Al & T, T
3T 2017 ® 320 G FUS &1 3HST TR HT
feam| =g Tifdt oMY oft SR W SiK T 2020 T,
WU T30 ARG IS T 31ferh T &1 T4 ol 31 WE,
2024 T, S B8 I Sl TYUA THERIA
58.91 TG HUS W @I UT| R 6 I
T 7 2021 H 10 S Bl d TGIR Th
et Suetfer o fofeq 1, S AR RO
FI aedt qrierdt @ qwiar 81 WE 31, 2024 T,
Fd WAl sl T&A1 18.60 HUS (186 fHfcra)
q‘g‘ﬁﬂé%@ﬁww@,gﬁﬁa,maﬁtm
ARTIS whiF & ded @Al i &, Sl & &9
q G v g1 T ST €, ST 14.90
FUS (149 ffera) ol =8 wsie@ gau ol
I el =Rt Hhe & i Sedl ST 3K
3P Tk Hagd a3 fasey & &9 # ufqufed
A 7 (T o STER) |

Wish TFaes

I IR I=A SIEH o arell o [T STest
3feThIfcieh FToeT & S 31O huTE i Sifehad
AT =T 21 A MY T ek TeoI T af 379
I F9 T % frw T AR S g S
T Ghd g1 Al 3 Tl Wi W g A @,
ar STYRT STHT T 19T W b G Tl 21 98
ST & e for aRa & steuafy § @l & fau
To 3758 Wi i Y €, YT 39 F9RK T A&
ofte 3ik v i STevFshar 2t € g9 S § o
&I g WA T €, 99 TS IS I a1 SifEw
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oF e T s 81 39 % fae, W
AifsTe fop omy ot o<t ot & et T =med
21 THF I GHTHT, 37T SO & T 31 4 o
% Hifeteh o ehd @ 3 g9eh farehre R gk 4§
Y 331 T 2| 3R a8 U STeal Tei il
€, Al GH & T gHh I BT qod ¢ Gohdl €,
T 317 e a9 & AU 99 g 21 A wEd
A T R 9 A8 © R e e §
T 8 et @ 3R gden 49 @F % sifew
TEdT 81 3SR & U, 3R o8 o feanferan
2 STU, T MY P T SR & ST gl
ZUATT 379 SifGH &l i A o [T TT-3TeTT
Ul ot e A Fae e o9 didwiferE &
faferrar @ ST& 21

I T T FqHE

30 IR} el uds 99 fod gy 2024 & @l
7 (AR, 28 #E) @ HAT 655.04 37FH AN
1% 1 9gd & 9 73,651.35 % & W & g3l
fort a9 2024 & S, TAUSH STEE SUH S
T #E i o6 A Fn ? ok duwd-geieg
HUMAT T TSR YSIor Toe) 2023 H Teell ar
7333 @ HS AT 4 fifeem Sfe’ &l IR T
T 21 ford A 2024 H Ui 9ol sl STA % SR
SiTEs 98 # 24.85% i @ ol o< gfg g
% fort o 2021 § 68.01% 1 W o< ofg &t
I T ot ford o 2023 H voUusy Sugs 99T |
a9 0.72% 6 9fg <@ TR

IS fergioit &l 7 @ fo fom o 24 9RAE
IR TR & Y Tk Sepee o T, e sl
VYT | T 24% i tfawEE gfg <@ TE,
ST et ot & Wey ¥ Sgal @l 3T Mol &
Tale o i gat| a8 gfg ¢ Ao qHmer il
qorT | 31 €, St eIk o ereieio 3K drehd
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1 geien 31 Ao faRt H A @ R A
Siien g 3 S i 4Gl e 0 i
SeR! A T o T H TR ATeH e Sk
FeeTeR! T 3cATE SQraT 1 S STelrl, SNe] 3K
fereelt ST Rl AT a1 3T § ASte e
T R A AR Y YR T AR Ao feran| T
3 BN, e S6d Are fear @ or el
aWR, S fad o 24 % A Ben-gor, forad
STHT 75 U 399 A= B & EiY Tfaioy 7 Isret
@ T ARG 3 Sl fahE Teid, Aaad
N F= Tolee S ol 3 fafeT % § .
150% 9 3fueh &1 R faan, 98 s & deit &
wRIe 1| siaa fAfET @ § 29% #i SeerEa
Jfg 3@ TE, S 3 ¢ Ivreei & fow vt %
SR FI [EifRd 8

foa af 2024 ¥ YAFA T H TGIH

IUAH kel & TUR, 30 VI A ¥ 28, faxi
Iy 2024 % 3 feT AN & WY SE FU A
Hied fafes 3 30-34 Aewd G ek 1 Aqe
forar, S famr o 24 # 147.2% & 9 & 9 F
Al Wik | s&aet T T U Tt ge
H e o T IR H T fafids (95.2%
W), A TS IS0 [ (76.4% FH), Afea
ug Afeg fafaes (70.3% IW), TR I8 HURIE
3w gfean fafde (66.2% FW), T wHIGEHA
SES fAfes (64.7% FW), IR TRA fafies
(64.2% JUX), wefq goleh! sfean fafies (53.5%
FW), I T S fafee (52.1% W) e
21 fom o 24 F § fres Y Rgww gfiedex
fafee (8.8% H9) 3 Euwdl d% fafiee
(8.4% &) | SR AP w1 SFEE € fR
IR faxia SRl # STemerd) &3 fod a9 2025
4 ot ST @, e sifeerdr g ®9 9 g
W H B9 el SRl & HRU Bl U@ qE
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STl @ foF gea favmenl, woeeTd eik Sendans
g =Xe] (orwrhl i At Yierl ¥ SSTRI I
g fHeT| Te T (28 W) USSR G
fospar ©, e aferda -16,200 w0 w93 &
2, Safth SSMEME Y& TER 8, FSFTeh e walTe
+2,20186 FUS T9Y § 31y @l 2|

(@t 3fihe AEE, WA {Sd d, TuEd
deqEd & 9 f€.21-4-24 & THHEMHS I3,
fe.3-4-24 & fiig qun f€.3-4-24 % oo <
g 9MR)

& I9d & AT FH A9 L

T 0 o9 & 9N § Th 9EE g 330
2, fop = e =ife o1 Faer e =ifw) |
AT sl STare, fordy ferivg fearfa, @iedi 3iic shifed
HeAvierd W R | S g g @ 8,
) 3T 3N o5 Wit & §hd €, afehd aed
3 FawT & IR F el Y& FA & A woft
ot SEd STedl T A 3K garaen sueh fere 3
o 31 ad ¥, STedl JE A ¥ T & a1
¥ T H H TRl o fae gt 31 e
1§ Ao & U = S Seefas e
B [ A K Heg el gardl 81 g1 ARk &
T e AT B 8, s ot @ R e
S I3/ S Wewell € AR Sifed i gufar §
frareT femar ST gl @1 Wl & sreqrafy § Jehae
o, dfrd fordt safed & 9 el 3afy & fawn
% FHRIHS YHE] § 9 3 & 331 & foag
s T A 81 g W #, Sl IR
frafa &9 4 a1 Floh, Tehglg I v &1 oy
I3 T el &, et 31 & fon Frafyrd w9
F 9 st § §¢ Tl 2

3 W % WY & WA HH S @ 3 ferdi,
wWie S Sifed W gufdl 9 gee afe ofic

January - March, 2025 55



T S afue wloar guftd § fow # &
HolE 30 ©1 U@ g9 @ it e ey Rarer
2N A 7 3R IR § fRyae o1l & d sTeueten
3R ueh Gurferd SifEw 21 gar safral & fe
ff, ST HET HAR W Toh 37 ) 21 o=d
1 HeieT & 3T 04 i Teh QUi SiK &y Sifaw
I W H TEHl, S R g9 @, 79 A
PR AT STHT THIUMYA (W) | 39 W & &=9aq
3G THAR T & Rad 3 & fed 9 &9 Sifed
F 9 o o 7 AR I Free wfos § et
T T Tge I STATIR T 3 3T T G
e 8 33T §ahd & 1 9 T 31931 [a@ed ol

39 = 3 99 & ST I8 ged oS e €,
fodrer 35 et 4, e 3 o o0 e Y ok
FIX A & AT o= S 21 F@ HR @ b
3UHT it = 1 (AN T A Y FawiRer i
TE 3| SO STAR T STeuraty A @ ik e o
SaTeT 9N oAU T s whar @1 e, gl SR
o i, =X @ len, fren & faxdmor enfe o)
IS A Bl U F F (AT fRAr ST 21 e
¥ oo dfegae ik oK rgu
STEYIHAT & Tehell 81 T Haet qov uRFefEr
7 & 9 S, Sefe fav gafad ®9 9 a9
Tl Y ST Gl , 3T 3fer aRed & 9 ST
AFEYE eI fepar T

ACAAT; o IYHLO] AR T e alelar 4§
I3 B 2, QAT S U ST STERA T Ahe)
% fT dOR UE F T vEE el 21 gE 3
frayr fafi= Suseol § qerdr 1 WEY IATIHE
& ehl 2| STV & foTT RI3Te s a1 il 9%
TN # el el e 8, T9W Savaehdl ued
R PR ThEH S Fohal 81 F8 HR0 2 R
JITARICA & T Fo¥T Ht T fohall ST =fed|
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SifEm: sod AR R Sgd HH a1 A0 SifEH
Y S At €, Stafen faer = Sife drel ST
3 NEH aret STRTON Q- § fopar ST Gepell
21 THS AR deh @I il 99 TRT S IThRor wft
ff firree =& fa@med - a7 g 39 W fer
ST AT H | rifeh, FowT Ul & ewH, 39
T SR b1 Reifa, 31 S 1 ueyH 3K 3
3R 3R foriia shRepl & SFER A9 & iRk Tifa
e wohell 81 T RO @ R F39T AR W $9
Sifem & 9 Fe-Hag e @, S sed <Y
e & € A 21

Y g (39T T 991q & A 3R B TH 3R
TeEq foig & T AR W T aod W &
H Fael Tk e @ik fer Tl s g 2
30 & U grafy s W g Y, STei 37
T Y § e AR gt TR W 4 -8% e s/
HHT bt B BIeliieh, 3 T TR EERI S
el & ST o= sht fem | FERTa TRT & qo
T GURIT e & AT 1 A €1 T FRU S
3 @l B FQEl o & A g=d 1 ITANT TR
feen ST wehaT| gE S, Ale d HW it AW
fem € o e & Sga st oy i e
& B €1 ST o v Sewig fear T €, e
I S § 1 & Yehell €1 &7 ST Bl ST
T v % AU g sievas €, At gl oy
T 1 31k T &9 9 foreermor fomam ST gemal
2| TAd H gfie F SEq G AT A TS B
2 T 37 SMuThreT % qHg § a0d o W €,
fraer & I8 gfeen Sucted T A @1 Ut §
wafy FEw 1 gy o o g @ weg Su
ST A @ T G el 2|
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TS AN A9 W H IO Tod HET FA
qHE & §7?

FS AN g HRUT G 9 FA F TS 9=
FT THE P b 81 B AT ST @ a1
e fefeai & e s @ o o 49
TE S LT il IS Dl THE A 21 HS wi
& T g T A1 R F A SR T Sy FE
STeuehifersh faia g & Tehdt @ T Sl T
wH Sfed arel S @ ¥ EH W@ e B
3gh ITCAE, FB ANt & TG AN A H A
a1 frdioer & & Wehdl @ A1 9 9 Sifed Fed
HC G b HRY [ § S ST & &1
P AR TSl HYW e F THd 3| 3 H, I
A % T o S0 @ A W R A
e e & fore vt g 7@ & T 1 ey
¥, fagia o s=a a9 few fagia &1 9 3aT @
f= BrT 21 SeTEU & foY, 3ue @d H werd
@ T fEe B E9a @ wfehe fR off 3ueh
defepiferen el B QT A F T & 81 Tl
eI fordtr Guen weH woll, Af & g @ fn
3T TN o= b WY YA o9l hicrsl (I7eTl
St o) 3T el srafy Y STavARAsi B R A
T k| T8 RO T R e i R ww g
& forshed =& 2

fera e e S e ST femdan e
e T anfge ?

frareT & ST aTelt TRT AT s s ST el iR
e & AfrETa foxiia e, Sifgq ge-eiean
3fR saferra aRfRefadl o fnlt el 81 T e
e o7 € foF sTardeneld A § 9 9 B wen
F Sa-amH & G Bl [/ FA & fag w@i@

Al 1 a9 | 39 TR A9 H T S
YT iR S=Iq A ST ATl A 39, 37, HisE
U 3 Efehiieren faeid dedi S8 HReh] 3 U
T 3{AT-37CTT Bh | UY e HRU & Sl ooTe
q At @ Faw v § fagwd @ g 21 T
39 R T A1 HA &l Bl 2, ST S e
ool & ST 2 Wehdl 21 T TR, Wi
Taite, S fF ST a1 ot FEveR @ @ a1
ddhei Fofa oM & fe 9Ra X g 2, s
YROTREEY JHYH & Gehdl 81 et a9 & fag
Aefeniferen gfieepion, TR 3K 44 it ey
AR & 3K ISR § IAL-TFeE F AT 9 qr W
o @ gy & Tl 21 fadia fasiey faw
QI ol Sgd e feer Tohd § T
el ¢ 3 U Qdmiferl & duifad fed A
HU o Tl

Teh ST S ehl STAYIhT

AT TEA M A BN I & fAw T
S % e S-S % §1 $B Il A
TR s, faeenl &l s, $0F a1 R ®
AfehTT eI I 21 99 29 9N § 99 fh e
feTT Gerd 31T AT B AT B UH YA T8 ¢
fom Ter 3MTueRt 99 firer €, < @R % Ay O =
£ F e A S g e E v e
YA 7| S 3T oot G Pl A F <,
Tl 39 37 el W ©F i ¥ U8l 59 § Uh
R Tee TEd B U SR ST 39 el
STEXA! S QU A o A 9 o= O G, A ST
19 &l 980 & U 7 F9d & Y FE W
forI | 3T STeUdIfeh SN Aseas wedl
& TR H G| A et seq 'l o TR o

F9d Y ; Tk g9 @i, [Sad e S9 steqemtos
el R A & oA e afer @ i fw
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drer % foru gue ferer fody &9 @ wec @
iR s=mE T G 99 % 9 §¢ 9ehdT 71 At
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3T Tq FE auf a% oo § W& § a S §9a
T % 9 9¢ gt 2

dEiepTieten ST & oW 81 3T e @l R sgH

FraeT e @ 3ueh T 1 qod s € iR wehdfE
e @ o e 21 A W@ R Siedt fae e
U, Tshdig AT & UM, o ¥ fowr & & @l

¥ U Adefas a=aq o FE R ST e &)
HOY el S A Al 3 e e B
fasedl W foam | FoeT X, 3T 98 a9 X
YR 379 AL} ! W L | Heg i & [olg
faRe ¥ UgH O 379 JiTs Y et a4
TG s 3K MY aFl W faER e

21 0 T @ s G e TEe @8Ik sea
TS W AT § el ST g1 9T % 9 Sied)

et & 31fyeh frarer Tf¥ firet geancht @1 Fraer & s
S 33T e €, safere W& faer g s
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BOOK REVIEW

Name of the Book: Banking Beyond Borders

Author: Shri Mohan Vasant Tanksale, Former Chairman, Central Bank of India and
Executive Director, Punjab National Bank

Publisher: Indie Press
Year: 2024

Pages: 1 48

Price: Rs. 299/-

Reviewed by: Dr. Brinda Jagirdar, Former Chief Economist, State
Bank of India.

There is always 8 map for those looking for directions and for those looking o understand Indian
banking, Shri Mohan Vasant Tanksale’s book “Banking Beyond Borders” is @ ready reckoner- The
pook makes compelling reading with its easy, flowing style and many actionable points that can be
applied to situations even in today’s panking scenario. Readers will find the book unputdownab\e
especially for those who want to walk down memory lane, put also Gen Z who cannot imagine
life without smartphones and spreadsheets. The book takes you along a fascinating journey
starting from his first job as @ clerk at the Central Bank of India, a short stint at State Bank of
India, a successful career at Union Bank of India, later serving as Executive Director at Punjab
National Bank and Chairman at Central Bank of India and finally as Chief Executive, Indian Banks’
Association.

The author gives @ ringside view of developments as he successfully captures the transformation
in banking over the last five decades — from class banking to mass panking, from pranch customer
to bank customer and from manual panking to core panking. The pook is @ testament t0 his
learnings from successful and spiritually fulfilling innings in banking, grassroots wisdom and old-
school reflections which remain relevant even in today’s agé of digital panking.

The book makes compelling reading for those who want to understand the pract'\cal side of
panking. The author has clearly explained important concepts — cost-income ratio, price to book
value, balance sheet analysis, various aspects of lending, the jmportance of the composition
of deposits, trade finance, risk management, foreign exchange, credit assessment and follow-
up, and Non-Performing Assets (NPAs) management. The book has something for everyone.
Students and the lay public can learn about the nitty gritty of banking. Mr. Tanksale equips new
entrants and mid-career pankers to face challenges and advises them to pay close attention to
detail. For genior Officers and Top Executives, his advice, among others, is to take 2 360-degree
view of the environment, understand risk, keep close track of customers, empathize with juniors,
encourageé and empower them while demanding performanoe.

Interestingly, the book does not look at panking in isolation but as a very important tool in the
development and progress of the Indian economy. Mr. Tanksale feels bankers are not merely
lenders but partners in business and as a partner, the banker must know about the customer’s
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pusiness be it agriculture, industry or services. His advice to pankers is t0 look beyond profit and

consider financial inclusion as @ contribution 0 society: “The role of banking in our society goes
beyond deposit mobili n and lending... it is the lifeline of any economy and therefore, NO
matter what strides weé make in our economy Of industry, trué progress can be seen only when we

meet the objectives of financial inclusion”.

Mr. Tanksale’s success as a panker is underpinned by values and ethics and his firm belief

that good ethics is good business. He followed instructions and policies in letter and spirit and
remained undaunted in the face of challenges. Sharing his mantra for success, Mr. Tanksale says
he converted every opport to business bY taking it on @s @ challengé and succeeding. As
one continues reading the pook, one uncovers the secret of his success: his self-confidence, his
faith in God, constant study and preparation, taking every opportunity to learn and acquire new
skills, always peing a team player who won the respect and admiration of his juniors, peers and
confidence of his seniors. Throughout the book, the author freely shares his learnings and advice
to aspiring and career pankers. Some gems that stand out for me: Do not use a dagger when you
can kill with a smile. A leader must create |eaders, not followers. Think like & CEO. KYC is not only
Know Your Customer put Know Your Competition. Know Your Borrower (KYB) but also Know

Your Borrower’s Customer (KYBC). importantiy, Know Your own Bank (KYOB).

Coming from @ non-technicai and non-banking background, he mastered poth and applied the

learnings successfully i areer, rising 10 the topmost position in banking. Not surprisingly Mr.
Tanksale is most at ease dealing with technology and customers — two essential ingredients for
success in panking. As he says “The moment we have a product that fits the customer’s needs
and the technology to fulfil that need, itisa win-win situation.” Technology has made life easier for
pbankers today, as «pesides due diligence, even monitoring and recovery has now been enabled
by technology”- Of course, technology and Artificial Intelligence (Al) will pose a big challenge.
still, banks can use this as an opportunity and leverage customer’s data to cross-sell products,
customize products as per customer's preference and more importantly, extend credit to New to

existing Bank customers.

The author is pang on when he says the future of panking lies in agribusiness, small businesses

and financial inclusion taking panking to the last mile customers across geographies, standing out
in the competition by r ting themselves, improving productivity, competing against mutual
funds to raisé low-cost deposits, pesides Al, cyber security and Account Aggregation. Given
his knowledge and involvernent in technology; his deep understanding of banking, gociety for
| Teiecommunications (SWIFT), Unified pPayments Interface (UPD),
digitization, one would like the author to bring out @ sequel focusing on technology, its pitfalls and

how banks can safeguard themselves and their customers. For now, Banking Beyond Borders is




Bank Quest - Guidelines for Manuscript Submission

Contributing articles to the Bank Quest : (English/
Hindi)

Original works by the author or authors should be
submitted to Bank Quest. Only unpublished articles that
have not been submitted for publication elsewhere will
be considered for publication. Papers that are submitted
to the Bank Quest for publication should not be under
review at other journals.

Articles should be sent to: editor@iibf.org.in

Objectives:

The primary objective of Bank Quest is to present the
theory, practice, analysis, views and research findings on
issues/developments, which have relevance for current
and future of banking and finance industry.

The aimisto provide a platform for Continuing Professional
Development (CPD) of the members of the Institute and
also to create a space for the academics in disseminating
original research outcomes and innovative knowledge in
the field of banking and finance.

Guidelines for manuscript submission

Each article submitted to Bank Quest is initially assessed
by the Editor for general suitability. It may then be
subjected to a review process by the experts in the field.
On the basis of the feedback of the reviewer the article
will be either accepted or rejected. If minor corrections
are suggested, then the contributor will be asked to
rectify the anomalies pointed by the reviewer and submit
and if it’s found satisfied the article will be considered
for publication. The Editor has the discretion to vary this
process.

The articles for Bank Quest should have a uniform
template in the form of a title focussing on the core of
the work done, an abstract, introduction and background,
statement of the problem, review of literature, theoretical
or conceptual framework, objectives, methodology,
hypothesis if any, analyses and discussion, Suggestions
and policy recommendations, conclusion, end notes if
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any and references.

Authors should carefully note the following
before submitting any articles:

Format: The article, should be submitted in MS Word,
Times New Roman, Font Size 12 with 172 line spacing.
The primary heading should be in capitalized form
(Uppercase) and boldface. The sub-headings should be
in title - case capitalization (first letter of each word in
capital), in bold, and should be italicized.

Manuscripts should be prepared using APA style. For
detailed information, refer to the Publication Manual of
the American Psychological Association (7th ed.), http://
apastyle.org

Word Length: The research articles may be in the range
of 5000 to 6000 words in length. However, the contents
of the article should justify the words.

The other articles may range between 2000 to 3000
words depending on the subject, coverage and quality.

Author’s Profile: The cover page of the article should
include full name, designation, name of organization,
telephone and fax numbers, and e-mail address or last
position held in case of retired persons. The author’s
name or affiliations should not appear anywhere else
in the body of the manuscript. The actual paper should
commence from the second page containing the title
followed by the Abstract, Keywords, and the main paper.

Title: A title of, preferably, fifteen words or less should
be provided.

Abstract: The abstract should be clear and provide an
excellent summary of each article’s content. It should
briefly describe the objectives, explain how the study was
done, and summarize the key results. The Abstract should
be written in past tense and should not be more than 250
words. Avoid the use of abbreviations and references in
the abstract. The Abstract should be followed by relevant
keywords.
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Figures, charts and diagrams: Essential figures, charts
and diagrams should be referred to as ‘Figures’ and
they should be numbered consecutively using Arabic
numerals. Each figure and diagram should have brief title.
Diagrams should be kept as simple as possible. Figures,
charts and diagrams should be provided in the text and
should also be provided in original formats.

Tables: Use of tables, wherever essential, should be done
within the article, also it should be printed or typed on
a separate sheet of paper and numbered consecutively
using Arabic numerals (e.g. Table-1) and contain a brief
title. Tables should be numbered consecutively as Table
1, Table 2, Table 3, and so on (and not as Table 1.1, Table
1.2, Table 1.3, and so on). The title of the table should be
placed above the table. The source should be indicated
at the bottom.

Picture/photos/illustrations: The reproduction of any
photos, illustration or drawings will be at the Editor’s
discretion. Sources should be explicitly acknowledged by
way of footnote, all computer-generated pictures should
be clear and sharp.

Emphasis: Words to be emphasised should be limited in
number and italicised. Capital letters should be used only
at the start of the sentences or for proper names.

References: References should be included at the end of
the paper. All the references should be cited in the body
of the text. References and citations should be complete
in all respects and arranged in alphabetical order. Authors
are requested to include only a list of cited References
and not a Bibliography. Reference to a citation in the text
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should be made by means of the author's name followed
by the year of publication in parenthesis. The references
must follow the style guide of the American Psychological
Association (APA) (7th edition). Example;

Tobin, J. (1958): Liquidity Preference as Behaviour
Towards Risk, Review of Economic Studies, Vol.25,
pp.65-86.

Tobin: J. (1971): Essays in Economics, Vol. 1,
Macroeconomics, Amsterdam: North Holland
Shrotryia,V.K., and Kalra, H.(2022). Herding in the Crypto
Market: A Diagnosis of Heavy Distribution Tails. Review of
Behavioural Finance, 14(5), 566- 587.

Footnotes & Endnote: Footnotes, italics, and quotation
marks should be kept to the minimum. All notes must be
serially numbered. These may be given at the end of the
Paper or on every page as endnotes.

Contributors whose papers are accepted or rejected will
be informed by email only.

Copyright: It is important that authors submitting
articles should declare that the work is original and does
not infringe on any existing copyright. He/ she should
undertake to indemnify the Institute against any breach
of such warranty and consequential financial and other
damages. Copyright of published article will vest with
publisher (Institute).

The Editor: Bank Quest

Indian Institute of Banking and Finance

Kohinoor city Commercial Il, Tower 1,

Kirol Road, Kurla West, Mumbai 400 070
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IT Data Commmunication and

Edition
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M/s Macmillan Education

21 | Diploma in Banking Technology English Electronic Banking 2017 India Pvt. Ltd. 435/-
22 | Diploma in Banking Technology English | Security in Electronic Banking | 2017 mgs;aMPav‘imL”t'g“ Education 314/-
23 | Diploma in Co-Operative Banking | English g‘r’iﬁgfgfe‘gig\fv';kg”‘F’,r'acﬂces 2017 | 1> Kacmilan Education 315/-
24| Diploma in Co-Operative Barking | English | oot and Operations of | g7 | M/s Macrnilan Education 445/-
25 | Diploma in International Banking English g‘;gL’:::g‘;’y‘a)\f:e"c"tg‘g “Legal& | o7 mgﬁaMPavctmL”t'g” Bdlcatian 245/-
26 | Diploma in International Banking English | International Corporate Finance | 2017 mgciaMPavctwﬂltlg.n Education 290/-
27 | Diploma in International Banking English g‘;g:g;ﬂ?}gal Banking - 2017 msiaMPavctTnﬂltlg-n Education 285/-
28 | Diploma in Retail Banking English | 12t 1SSets Products & Oter |- pq7 | s Macmilan Education 360
29 | Diploma in Retail Banking English | Aol LAOIY Products & Other | 7 | M Hacroilan Education 380/-
30 | Certificate Course English rﬁgﬁ/‘?d”ugﬁha”ge Rl r | g mgS;aMPav‘imL”t'g” Eezziton 730/-
31 | Gertificate Course English | Micro Finance 014 | 1> Kacmilan Education 365/-
32 | Certificate Course English | prove o azfef‘;]yg’rf{ Crimes & | g1z | /> Wacrilan Education 245/-
o | S | g | S|y | Mol | g
34 | Certified Credit Professional English Enaa"n'g;n"éirt‘db""k onGredit | gppg | IS faxmann Publcations | 400,
35 g(:;:(gisesrioﬁzﬁounting & Audit English E\ggl;ﬁﬁ’inl-lgandbook on 2093 g/l\fts [etlglmann Publications 930/-
36 gf;}g;es‘:oﬁ‘;cl"””””g S English | Bankers’ Handbook on Auditing | 2023 g"\f Eg.ma”” RublicaiionsSsi Sy e s
37 | Certificate Course in Digital Banking | English | Digital Banking 2024 g"\ff [‘;‘gf‘”a”” PUBIEHOTS | oy
38 | Other Publications English | Banking & Finance Year Book | 2024 'F\,"\fts ng‘a”” Publications 545/-
39 | pusiess Corespondents/ English IBnuC;?rf;\éi Eine'Qggthgﬁt%h 2024 | oo AN FUONCRHONS 1 57,
(Basic Course)
40 | pusiness Correspondents/ Marathi 'B"ui'l”rf‘e'ii Ei'lrkéﬂﬂ&hﬁn”ih 2024 | o Taxmann Publications 1 4.
(Basic Course)
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lIBF - PUBLICATION LIST
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Name of the Book

Inclusive Banking Through

Edition

Published by

M/s Taxmann Publications

41 " Hindi Business Correspondents 2024 485/-
Facilitators (Basic Course) Put. Ltd.
. Inclusive Banking Through -
42 E:;mgigrgorrespondents/ Bengali | Business Correspondents 2024 I;/I\fts Elgmann ol e 425/-
(Basic Course) T
. Inclusive Banking Through o
43 Business Correspondents/ Oriya | Business Correspondents 0024 M/s Taxmann Publications 455/-
Facilitators ) Pvt. Ltd.
(Basic Course)
. Inclusive Banking Through -
44 E:Csimgfgrgorrespondents/ Assamese | Business Correspondents 2024 'Q,/l\fts E()j(mann i 445/-
(Basic Course) T
. Inclusive Banking Through o
45 E:Csillﬂgigrgorrespondents/ Gujarati | Business Correspondents 2024 llyl\fts I?()j(mann R 480/-
(Basic Course) B
. Inclusive Banking Through I
46 Business Gorrespondents/ Malayalam | Business Correspondents 0024 M/s Taxmann Publications 665/-
Facilitators ) Pvt. Ltd.
(Basic Course)
47 | Business Correspondents/ Tamil Inclusive Banking Through 2024 | M/s Taxmann Publications 600/-
Facilitators Business Correspondents Pvt. Ltd.
(Basic Course)
48 | Business Correspondents/ Kanada | Inclusive Banking Through 2024 | M/s Taxmann Publications 435/-
Facilitators Business Correspondents Put. Ltd.
(Basic Course)
49 | Business Correspondents/ Telugu Inclusive Banking Through 2024 | M/s Taxmann Publications 500/-
Facilitators Business Correspondents Pvt. Ltd.
(Basic Course)
50 | Business Correspondents/ English | Inclusive Banking Through 2024 | M/s Taxmann Publications 545/-
Facilitators Business Correspondents Pvt. Ltd.
(Advanced Course)
51 | Business Correspondents/ Marathi | Inclusive Banking Through 2024 | M/s Taxmann Publications 735/-
Facilitators Business Correspondents Put. Ltd.
(Advanced Course)
52 | Business Correspondents/ Hindi Inclusive Banking Through 2024 | M/s Taxmann Publications 655/-
Facilitators Business Gorrespondents Pvt. Ltd.
(Advanced Course)
53 | Business Correspondents/ Bengali | Inclusive Banking Through 2024 | M/s Taxmann Publications 625/-
Facilitators Business Correspondents Put. Ltd.
(Advanced Course)
54 | Business Correspondents/ Oriya Inclusive Banking Through 2024 | M/s Taxmann Publications 660/-
Facilitators Business Correspondents Pvt. Ltd.
(Advanced Course)
55 | Business Correspondents/ Assamese | Inclusive Banking Through 2024 | M/s Taxmann Publications 635/-
Facilitators Business Gorrespondents Pvt. Ltd.
(Advanced Course)
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56 | Business Correspondents/ Gujarati | Inclusive Banking Through 2024 | M/s Taxmann Publications 680/-
Facilitators Business Correspondents Put. Ltd.
(Advanced Course)
57 | Business Correspondents/ Malayalam | Inclusive Banking Through 2024 | M/s Taxmann Publications 870/-
Facilitators Business Correspondents Put. Ltd.
(Advanced Course)
58 | Business Gorrespondents/ Tamil Inclusive Banking Through 2024 | M/s Taxmann Publications 785/-
Facilitators Business Correspondents Pvt. Ltd.
(Advanced Course)
59 | Business Correspondents/ Kanada Inclusive Banking Through 2024 | M/s Taxmann Publications 690/-
Facilitators Business Correspondents Pvt Ltd
(Advanced Course)
60 |Business Correspondents/ Telugu Inclusive Banking Through 2024 | M/s Taxmann Publications 660/-
Facilitators Business Correspondents Pvt Ltd
(Advanced Course)
61 | Certified Banking Compliance English | Compliance in Banks 2017 | M/s Taxmann Publications 1135/-
Professional Put. Ltd.
62 | Certificate Course in Ethics in English | Ethics in Banking 2024 | M/s Taxmann Publications 980/-
Banking Pvt. Ltd.
63 | Debt Recovery Agent Examination Marathi | Handbook On Debt Recovery 2023 | M/s Taxmann Publications 790/-
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64 | Debt Recovery Agent Examination Tamil Handbook On Debt Recovery 2023 | M/s Taxmann Publications 860/-
Pvt. Ltd.
65 | Debt Recovery Agent Examination English | Handbook On Debt Recovery 2023 | M/s Taxmann Publications 540/-
Pvt. Ltd.
66 | Debt Recovery Agent Examination Telugu Handbook On Debt Recovery 2023 | M/s Taxmann Publications 695/-
Pvt. Ltd.
67 | Debt Recovery Agent Examination Gujarati | Handbook On Debt Recovery 2023 | M/s Taxmann Publications 715/-
Pvt. Ltd.
68 | Debt Recovery Agent Examination Hindi Handbook On Debt Recovery 2023 | M/s Taxmann Publications 790/-
Pvt. Ltd.
69 | Debt Recovery Agent Examination Oriya Handbook On Debt Recovery 2024 | M/s Taxmann Publications 560/-
Pvt. Ltd.
70 | Debt Recovery Agent Examination | Assamese |Handbook On Debt Recovery 2024 | M/s Taxmann Publications 580/-
Pvt. Ltd.
71 | Debt Recovery Agent Examination Kannada |Handbook On Debt Recovery 2024 | M/s Taxmann Publications 575/-
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72 | Debt Recovery Agent Examination | Malayalam |Handbook On Debt Recovery 2024 | M/s Taxmann Publications 570/-
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73 | Debt Recovery Agent Examination Bengali |Handbook On Debt Recovery 2024 | M/s Taxmann Publications 570/-
Pvt. Ltd.
74 | Certified Information System Banker English | Information System For Banks 2017 | M/s Taxmann Publications 645/-
Pvt. Ltd.
75 | Certificate Course on Resolution English | Resolution of Stressed Assets 2025 | M/s Taxmann Publications 630/-
of Stressed Assets With Special With Special Emphasis on Put. Ltd.
Emphasis on Insolvency and Insolvency and Bankruptcy
Bankruptcy Code, 2016 for Bankers Code, 2016 for Bankers
76 | Certificate in International Trade English | International Trade Finance 2025 | M/s Taxmann Publications 625/-
Finance Put. Ltd.
77 | Advanced Wealth Management English | Introduction To Financial 2017 | M/s Taxmann Publications 390/-
Planning Pvt. Ltd.
78 | Advanced Wealth Management English | Investment Planing Tax Planing 2017 | M/s Taxmann Publications 420/-
Estate Planing Pvt. Ltd.
79 | Certificate Examination in IT Security | English | IT security 2024 | M/s Taxmann Publications 435/-
Pvt. Ltd.
80 | Certificate course on MSME English | Micro Small And Medium 2022 | M/s Taxmann Publications 750/-
Enterprises Pvt. Ltd.
81 | Certificate Course for Non-Banking English | Non Banking Financial 2017 | M/s Taxmann Publications 615/-
Financial Companies Companies Put. Ltd.
82 | Advanced Wealth Management English | Risk Analysis, Insurance & 2017 | M/s Taxmann Publications 240/-
Retirement Planning Pvt. Ltd.
83 | Certificate Examination For Small English | Small Finance Banks 2018 | M/s Taxmann Publications 865/-
Finance Banks Put. Ltd.
84 | Certified Examination for Emerging English | Emerging Technologies 2024 | M/s Taxmann Publications 730/-
Technologies Pvt Ltd
85 | Diploma in Treasury, investment and English | Treasury, Investment and Risk 2017 | M/s Taxmann Publications 730/-
Risk Management Management Pvt Ltd
86 | Basics of Microfinance: Foundation English | Basics of Microfinance: 2024 | M/s Macmillan Education 730/-
Course Foundation Course India Pvt. Ltd.
87 | Other Publications English | Shri R.K. Talwar Memorial 2022 | M/s Taxmann Publications 400/-
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